Nudopmanuonnas naMaTKa 1 00y4aromuxcs JJsi pa3MenieHust Ha 0pUIHAIbHbIX
HHTEpPHeT-pecypcax

C KaXIIbIM TOZ0M MOJIOZICKH B MHTEPHETE CTAHOBUTCS OOJIBIIIE, a IIIKOJIBHUKHU OJTHU U3
CaMBbIX aKTHBHBIX TIOJIb30Batenel Pynera. Mexmy TeM, TOMUMO OTPOMHOTO KOJIMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECET M MPOOJIeMbl. DTa MaMATKa JTOJDKHA TTOMOYb TeOe
0e30MacHO HAaXOAUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMIberoTepHbIi BUPYC - 3TO Pa3HOBHIHOCTh KOMIIBIOTEPHBIX POrpaMM, OTJIMYUTEIBHON
0COOEHHOCTBIO KOTOPOI1 SIBJISIETCSl CIOCOOHOCTH K Pa3MHOKEHHIO. B TomonHeHue K 3Tomy,
BUPYCHI MOT'YT TIOBPEANTD WJIH MOJHOCTHIO YHUYTOXUTH BCE (PAilibl U JaHHBIE,
HOJKOHTPOJIbHBIE MOIb30BATENI0, OT UMEHU KOTOPOro Oblja 3amylieHa 3apaKeHHasI
IIpOrpaMMa, a TAK)KE MOBPEAUTD WU JAXKE YHUUTOKUTH ONEPALIMOHHYI0 CUCTEMY CO
BCceMU (QailiamMu B 11e110M. B O0NBIIMHCTBE CllydaeB pacIpOCTPAHSIIOTCS BUPYCHI Yepes3
WHTEPHET.

MeTo/1bI 3aLIUThI OT BPEIOHOCHBIX IPOIPaMM:

1. Vicnionib3yil COBpEMEHHbIE ONIEPALIMOHHBIE CUCTEMbI, UMEIOIIINE CEPHE3HBIN YPOBEHD
3aIUTHI OT BPEAOHOCHBIX MTPOrPaMM;

2. [loctrosiHHO ycTaHaBnuBai nautu (IUQpPOBbIE 3alJIaTKU, KOTOPble aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C LIETBIO0 IOPaOOTKU MPOrpaMMBbl) U APpyTrre OOHOBIICHUS CBOEH
orneparuoHHOM cuctembl. CKkaunBai UX TOJBKO ¢ OpHUIIMAIBLHOrO caiTa pazpadorunka OC.
Ecnu cymiecTByeT pesxuM aBTOMaTHYeCKOr0 OOHOBJICHUSI, BKJIFOUHU €r0;

3. Pabotaii Ha cBOeM KOMIIbIOTEPE MO/ IPaBaMU MOJb30BATENS, a HE A AMUHUCTPATOPA.
3TO0 HE O3BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTrPaMM HHCTAJLTUPOBATHCS] HA TBOEM
NIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Mcnionb3yi aHTUBUPYCHBIE MPOTPAMMHBIE IPOAYKTHI U3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYE€CKUM OOHOBJIEHUEM 0a3;

5. Orpanunub (pU3MYECKU JOCTYN K KOMIIBIOTEPY JJIsSI TOCTOPOHHUX JIULL;

6. Ucnonp3yii BHENTHUE HOCUTETN MHGOPMAIINH, TaKue Kak ¢uielnika, TUCK win (Haiin u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTKphIBail KOMIIbIOTEpHBIE (haliIbl, TOTYUEHHBIC U3 HEHAIEKHBIX HICTOYHHUKOB.
Jaxe Te (ailsibl, KOTOpbIE MTPUCIIAT TBOM 3HAKOMBIH. JIydllle yTOUYHHU y HETO, OTIPABIISLI
JIM OH Te0e HX.

Cetu WI-FI

Wi-Fi - 310 He BUJI nIepeiaun JaHHBIX, He TEXHOJIOTHS, a BCEro JIMIIb OpeH 1, Mapka. Emie
B 1991 rony Huaepnanackas kommanus 3apeructpuponana 6pern "WECA", uto
ob6o3Hayano cinoBocoueranue "Wireless Fidelity", koTopslil mepeBoguTCs Kak
"GecrpoBOAHAS TOYHOCTH".

Jlo Hamero BpeMeHu Joliia apyras adopeBuarypa, Koropas sBIsSIeTCS TaKOU ke
TexHoJoruen. 1o abopesuarypa "Wi-Fi". Takoe Ha3BaHuE ObLIO JaHO C HAMEKOM Ha
CTaHAapT BhICHIeH 3ByKOBOM TexHuku Hi-Fi, uto B mepeBose o3HauaeT "BhICOKas
TOYHOCTB".

Jla, OecriaTHBIM MHTEPHET-IOCTYN B Kae, OTeNSIX U adpOIOpTax SBISETCS OTIIMYHOM
BO3MOXHOCTBIO BbIXO/la B MHTEpHET. HOo MHOTHE AKCTIEpThI CUUTAIOT, YTO
obmenoctynabie Wi-Fi ceTu He sBstoTCS 0€30MacHBIMHU.



CoBethlI 110 6€30macHOCTH paboTHI B 001IeA0CTYHBIX ceTsix Wi-fi:

1. He nepenagaii cBoro nuHyro uHGOpMaIUio yepe3 oomenoctynubie Wi-Fi cern.
Pabotas B HUX, *elaTeIbHO HE BBOAUTH MAPOJIA JOCTYIIA, JIOTMHBI U KAKME-TO HOMEpAa;
2. Vcionw3yit 1 OOHOBIISIIE aHTHBUPYCHBIE IPOTPaMMbI U OpanaMayep. TeM caMbIM Th
o0e3omnacuurb cedst 0T 3aKaYKy BUpyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonszoBannu Wi-Fi otkmoun dyrkimro "O0mmii qoctym k daiiam u
npuntepaM". JlanHast QyHKIUS 3aKpbITa [0 YMOJIYAHUIO, OTHAKO HEKOTOPHIE
M0JIb30BATENIM AKTUBUPYIOT €€ JIJIsl y100CTBa UCIIOJb30BaHUs B paboTe min yueoe;

4. He ucnions3yit myonuunasii WI-FI muist mepenaym TUYHBIX JaHHBIX, HAIPUMED IS
BBIXOJIa B COLIMAJIbHBIE CETH WM B JIEKTPOHHYIO MOUTY;

5. Mcnomnb3yit Tonpko 3amunieHHoe coenunenne yepe3 HTTPS, a ue HTTP, 1.e. npn
Habope BeO-anpeca BBOAM uMeHHO "https://";

6. B moOunbHOM Tenedone orkimoun yHkiuio "llonkmouenne k Wi-Fi aBromaTuuecku".
He nomyckaif aBTOMaTruecKkoro MmoAKII0UEHUs1 yeTpoiicTBa k cetsim Wi-Fi 6e3 TBoero
coryiacusi.

CouunaJjbHbIe CeTH

ConuanbHble CETH aKTUBHO BXOJST B HAllly 5KM3Hb, MHOTHE JIIOJI paOOTAIOT U XKUBYT TaM
HOCTOSIHHO, a B Facebook yxxe 3apeructpupoBa MIUJLTHAP/] YETOBEK, YTO SBISETCS OJHOU
CEAbMOM BCEX KUTEJEH MJIaHEThl. MHOTHE MOJIb30BATENN HE MIOHUMAIOT, YTO
uHpopMaIus, pa3MeleHHas MU B COITMAIBHBIX CETSIX, MOXKET ObITh Hai/leHa U
UCIOJIb30BaHa KEM YIOJJHO, B TOM YHCJIE€ HE 00513aTEbHO C OJJarMy HAMEPEHUSIMU.
OCHOBHBIE COBETHI IO OE€30MACHOCTH B COLIMATIBHBIX CETSIX:

1. Orpanuub CIUCOK Apy3eil. Y TeOs B IPy3bsX HE TOJKHO OBITH CIYYaiHbBIX U
HE3HAKOMBIX JIIO/ICH;

2. 3amuinaii CBO YacTHYIO ku3Hb. He yka3biBail mapoinu, Tenedonsl, aapeca, AaTy
TBOETO POXKIEHUS U APYTYIO TUYHYIO HHGOPMALIHIO. 3T0YMBIIIUIEHHUKH MOTYT
UCIIOJIb30BaTh Aa)Ke MH(POPMALIMIO O TOM, KaK Thl U TBOU POJUTENH IUITAHUPYETE MPOBECTU
KaHUKYJIbL,

3. 3amminan cBOIO penyTaluIo - IEPKH €€ B UUCTOTE U 3a7aBail cebe BOIPOC: XOTEI Obl
ThI, YTOOBI APYTUE MOIB30BATENN BUJIENH, UTO ThI 3arpykaemib? [logymait, mpexie yem
YTO-TO ONyOJMKOBATh, HAMUCATh U 3aIPY3UTh;

4. Ecnu Thl TOBOPUIIB C JIFOJBMH, KOTOPBIX HE 3HAEIIb, HE UCIIONb3YH CBOE PEATbHOE UMS
U IPYTYI0 JTUYHYIO0 HH(OPMALIUU: UMSI, MECTO JKUTEIbCTBA, MECTO YU4€Obl U MTPOYEE;

5. U36erait pazmemenus ¢potorpaduii B UnTepHere, riae Thl N300pakeH Ha MECTHOCTH, T10
KOTOPO MOKHO OINPEIEIUTh TBOE MECTONOJI0KEHHUE;

6. [Ipu peructpaiyu B COUAIBLHON CETH HEOOXOUMO HCTIOIB30BATh CIIOKHbBIE TTAPOJIH,
cocTosue U3 OykB v UGP U C KOJTUIECTBOM 3HAKOB HE MEHEe &;

7. dnst conmanbHOM CETH, TOUTHI U IPYTUX CAWTOB HEOOXOJIUMO UCMOIb30BaTh Pa3HbIC
napoiu. Toraa eciau Te0s B37IOMAIOT, TO 3JI0YMBIIUIEHHUKHU TTOJy4aT JTIOCTYIT TOJBKO K
OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBbIE JeHbIH

DNEeKTPOHHBIC JCHBTH - 3TO OY€Hb YIOOHBIN CIIOCO0 TUTATEKEN, OJTHAKO CYIIECTBYIOT
MOIIECHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JCHBIU.

DJIEKTPOHHBIE JICHBI'M TTOSIBUJIMCH COBCEM HEAABHO U UMEHHO M3-3a 3TOTO BO MHOTHX
rocyJ1apCcTBax 10 CUX IIOp HE MPOIKUCAHO PO HUX B 3aKOHAX.



B Poccun e oHr (yHKITMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJI€ UX Pa3eisioT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, 4YTO aHOHMMHBIE -
3TO T€, B KOTOPBIX pa3peliaercs NpOBOAUTH onepauuu 0e3 uAeHTU(PUKAIIH
NOJIb30BATENS, & B HEAHOHUMHBIX MACHTU(UKAIINSA [TOJIb30BATENS SBISIETCS 00513aTEIbHOIA.
Taxoke cnenyer pa3nuyarh MEKTPOHHbIE (PUATHBIE IEHBIH (PaBHBI FOCYAAPCTBEHHBIM
BaJIIOTaM) U JJIEKTPOHHbIE HEPUATHBIE IEHbI'U (HE PABHBI TOCYIAPCTBEHHBIM BAJIIOTAM).
OcHOBHbIE COBETHI 110 Oe30nacHON paboTe ¢ AIEKTPOHHBIMU JIEHbIaMU:

1. [IpuBsixu K cueTy MOOMIIbHBIN TenedoH. ITO caMblid yIOOHBIN U OBICTPBIN CIOCOO
BOCCTaHOBUTH JOCTYH K cuery. [IpuBsizanHbiii TernedoH MOMOXKET, eciiu 3a0yIellb CBOH
IUTATEKHBIN NapoJib WIK 3aiIeIb HAa CAaliT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Wcnonb3yit onHopasosbie mapoiu. [locie nepexoa Ha yCHIIEHHYIO aBTOpU3AIUIO TeOe
y’Ke He OyZIeT yrpoXkaTh ONaCHOCTh KpaXXH WJIH MepexBaTa IUIaTeKHOro MapoJis;

3. BoiGepu cnoxxHblil naposs. [IpectynHukam OyAeT He MPOCTO yrajaaTh CIOKHBIN Napoib.
HanexxHble maposau - 3T0 napoiau, KOTOPbIE COAEPkKAT HE MEHEE 8 3HAKOB U BKIIFOYAIOT B
ce0st CTpOUYHbIE U PONUCHBIE OYKBBI, HU(PHI U HECKOJIIBKO CUMBOJIOB, TAKHE KaK 3HAK
nojutapa, pyHTa, BOCKIUIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JAHHBIEC HA CAlTaX, KOTOPBIM HE JOBEPSICILIb.

DJIeKTPOHHAS MOYTA

DJIEKTPOHHAS MIOYTA - 3TO TEXHOJOTUS U MPEAOCTABISEMbIE €0 YCIYTH O NMEPECHLIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIICHN, KOTOPBIE PACTIPEACTSIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO AJIEKTPOHHBIN TOYTOBBIH SIMK BBITJISIUT CIEIYIOIIIM 00pa3oM:
UMs_TI0JIb30BaTeNA(@uMs_AoMeHa. Takke KpoMe nepeiadyn MpoCTOro TEKCTa, UMEeeTcs
BO3MOXHOCTh TepeaBaTh (Haibl.

OcCHOBHBIE COBETHI IO O€30IaCHOM padoTe ¢ ITEKTPOHHOM MOUTOM:

1. Hago BeIOpaTh npaBUIIbHBIN TOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBINA BHIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JyUIlIe JOBEPSATh TEM, KOro 3HACIIb U KTO
IIEPBBIN B PEUTHHIE;

2. He yka3biBaii B TUYHOM mouTe JInuHyIo nH(opmaruio. Hanpumep, mydiie BEIOpaTh
"My3bIKaIbHBIN (haHaT@" wim "pok2013" BMecTo "Temal3";

3. Mcnosnb3yil ABYXATANHYIO aBTOPU3AIMI0. DTO KOTJja TOMUMO MapoJisi Hy>KHO BBOJUTh
KOJI, MPUChLIaeMBbIl 110 SMS;

4. Be10epu CJI0OXKHBIN Napoiib. J{Jis KaXX10r0 MOYTOBOIO SIIHUKA JOJKEH ObITH CBOM
HAJIC)KHBIM, YCTOMUYUBBIN K B3JIOMY NIApOJib;

5. Eciu ecTbh BO3MOXXHOCTD HAIMCAaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIITUKOB. [1epBbIii 1151 YaCTHOM MEPENMUCKU C
aapecaramu, KOTOPBIM Thl JOBEPSECIIb. JTO 3JIEKTPOHHBIN aIpec HE HAJI0 UCIIOJIb30BaTh
IPU PETUCTPALIMU Ha POopyMax U caiTax;

7. He oTkpbiBail (aitsibl U Apyrue BIOKEHHUs B TUChMaX, Ja)Ke €CJIM OHU MPUIILTUA OT TBOUX
npy3ei. Jlyuiie yTouHd y HUX, OTIIPABIISUIM JIU OHU TeOe ATU (ailiibl;

8. [Tociie okoH4aHMs pabOTHl HA TTOYTOBOM CEPBHCE MEPE]] 3aKPHITUEM BKJIAJIKHU C CAallTOM
He 3a0y/1b HaXxaTh Ha "Beriitu".

KubepOysimHr ujim BUPTYyaJbHOE U3/1€BATEILCTBO



KubepOymmuHr - npeciiefoBaHre COOOIIEHUSIMH, COAEPKAIIMMH OCKOPOJICHNUS, arpECcCHIO,
3aIyTUBaHUE; XyJIUTAaHCTBO; COIUAIbHOE OOHKOTUPOBAHHUE C TIOMOIIBIO PA3TUYHBIX
MHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOpHOE ¢ KHOEPOYITUHTOM:

1. He 6pocaticsa B 601. Jlyumuii crmoco0: TOCOBETOBATHCS KaK ce€0sl BECTH U, €CJIM HET
TOr0, K KOMY MOKHO OOpaTUThCS, TO BHaYaJle YCIIOKOUThCA. ECiM Thl HAaUHEIb OTBEYATh
OCKOpOJICHUSIMU Ha OCKOPOJICHHUSI, TO TOJBKO €1le O0JbIIe Pa30AOKelb KOH(IHUKT;

2. Ynpapnsi cBoell kubeppenyTrauuei;

3. AHOHUMHOCTH B ceTH MHUMas1. CylIeCTBYIOT ClIOCOOBI BBIICHUTD, KTO CTOWT 32
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyqUTaHCKHUI 00pa3 BUPTyaabHOW ®KU3HU. IHTEepHET (PUKCUpPYET BCe
TBOU JICHCTBUS U COXpaHIeT UX. Y JAIUTh UX OyJeT KpaiiHe 3aTpyIHUTEIHHO;

5. Cobinrofait CBOIO BUPTYAIbHYIO YECTh CMOJIOY;

6. Urnopupyii equHu4HBIN HeraTuB. OTHOPA30BhIE OCKOPOUTENHHBIE COOOIIEHUS TyUIIIe
urHopupoBatb. OOBIYHO arpeccus MpekpaniaeTcsl Ha HauajdbHOM CTa/INH;

7. Ban arpeccopa. B nporpammax oOMeHa MrHOBEHHBIMU COOOIIICHUSIMU, B COLIMAIBHBIX
CETSIX €CTh BO3MOXKHOCTH OJIOKUPOBKH OTIPABKH COOOIIEHUH C OMPEIEIICHHBIX aJIPECOB;
8. Ecnu TbI cBUeTens kubepOymnHra. TBoOu AeMCTBUS: BEICTYUTh MPOTUB
IIPECIIEN0BATENs], II0OKA3aTh €EMY, YTO €ro IEUCTBUS OLIEHUBAIOTCS HEraTUBHO, MTOAEPKATh
’KEpPTBY, KOTOPOI HY>KHA MICUXOJIOTUYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe
arpeCCUBHOIO IOBEICHUS B CETH.

MoouabHblii TeaedoH

CoBpemMeHHbIe cMapT(OHBI U IJIAHIIETHI COEPKAT B ceOe BIOIHE B3POCIIbII
(GyHKIHMOHAN, U TeNepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMITbIOTEPAMH.
OpnHako, CpeACTB 3aIUTHI 7151 MOJ00HBIX YCTPOIMCTB OKA OYE€Hb Majlo. TeCTUPOBAHUE U
HOUCK YS3BUMOCTEH B HUX IMPOUCXOAUT HE TaK UHTEHCUBHO, Kak i [1K, To e camoe
KacaeTcs U MOOWJIbHBIX HPHUIIOKEHHI.

CoBpeMeHHble MOOMITBHBIE Opay3ephl yKe MPaKTUYECKU JOTHAIM HACTOJIbHbIE aHAJIOTH,
OJTHAKO pacIIMpeHue PyHKIMOHAIA BJIEYET 32 cO00M OOJIBLIYIO CI0KHOCTh U MEHBIIIYIO
3aIUIIEHHOCTbD.

Jlanieko He Bce MPOU3BOUTENN BBITYCKAIOT OOHOBJIEHUS, 3aKPhIBAIOIINE KPUTHYECKUE
YSI3BUMOCTH JIJIs1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI /IJ1s1 6€30MaCHOCTH MOOMIHHOTO TenedoHa:

Huuero He siBnsieTcst mo-HacToseMy OeciiiaTHbIM. byib ocTOpoXkeH, Benb Korja Tede
npearaloT OecIyIaTHBI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE-TO IIaTHBIE YCIYTH;
Jymaii, npexe yem otnpaButb SMS, ¢poto miu Buaeo. Tl TOUHO 3HACIIB, TJ€ OHU OYAYyT
B KOHEYHOM HTOTE?

Heo0xoammo 00HOBIATH ONEPalliOHHYIO0 CUCTEMY TBOETrO cMapT(hOHa;

Hcnonp3yil aHTUBUPYCHBIE POTrpaMMBbl 111 MOOUJIBHBIX TE€IE(OHOB;

He 3arpyxaii npujioXeHus1 OT HEU3BECTHOTO UCTOYHHUKA, BEIb OHU MOTYT COJEPKATh
BPEIOHOCHOE MPOrpaMMHOE 00ECIIeUEHUE;

[Tociie TOro xKak Thl BBIHACIIL C CaliTa, IJI€ BBOAWI JUYHYIO HH(GOpMAIIUIO, 32l B
HACTPOWKH Opay3epa u yaaiu cookies;

[Teproanuecku npoBepsii, Kakue MIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBoit HOMep MOOMIBHOTO TenedoHa TOIBKO JIOASM, KOTOPIX ThI 3HACHIH U KOMY
JOBEPSEILb;



Bluetooth momken ObITH BRIKIIFOUEH, KOT/Ia THl UM HE TIONb3yenibes. He 3a0b1Baii nHorma
MIPOBEPSATH 3TO.

Online urpsI

CoBpeMEHHBIE OHJIAMH-UTPHI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHUS,
O00BEANHSIOIME COTHH THICSY YEJIOBEK M0 BceMy MUpY. Urpoku ucciaeayroT TaHHbII UM
MUp, OOIIAIOTCS APYT C IPYTOM, BBITIOIHSIOT 33JJaHuUsI, CPAKAIOTCS C MOHCTPAMHU U
MOJIYYatOT OMBIT. 32 YI0BOJILCTBUE OHHU IJIATAT: MOKYHAIOT JUCK, OMJIAYUBaIOT A0OHEMEHT
WIN IPUOOPETAIOT KaKHe-TO OMIUH.

Bce 3tu cpencTBa uaAyT Ha NMOAAEP)KAaHUE U PA3BUTUE UTPHI, a TAKKE HA caMy
0€30MaCHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMbI ABTOPU3ALIMH, BBIITYCKAIOTCS HOBBIE MATYN
(undpoBbIe 3aMIaTKU AJIs IPOrpamMM), 3aKpbIBalOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HBIX Urpax CTOUT ONacaThCs HE CTOJIBKO CBOUX COIEPHUKOB, CKOJIBKO KPaXKu
TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3aLMU OOJIBIINHCTBA UTP.
OCHOBHBIE COBETHI IO 0€30MACHOCTU TBOETO UTPOBOT0 aKKayHTa:

1. Ecau npyroit urpok BeAeT ceOs MI0X0 WK Co31aeT TeOe HEMPUATHOCTH, 3a0JI0KUPYM
€ro B CIIUCKE UTPOKOB;

2. [Toxkamyiics aIMUHUCTPATOPAaM UI'PhI HAa TUIOXO€E MOBEAEHUE ATOTO UT'POKA, KEINATEIBHO
NPWIOKUTh KAKHE-TO JOKA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii tuuHyto nHGOpMaIuo B podaiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB I10 UIPE;

5. He ycranapnuBaii HeouImaabHbIe TATYU U MOJIBI;

6. Mcnonp3yii CIIOKHBIE U pa3HbIE ITApPOJIH;

7. Jlaxxe BO BpeMs UTPhl HE CTOMT OTKJII0YaTh aHTUBUPYC. [10Ka Tl urpaemis, TBOM
KOMIIBIOTEP MOT'YT 3apPa3UTh.

@OUIIUHT UM KPaKa JUYHBIX JaHHBIX

OOBIYHOM KpaKkell IeHeT U IOKYMEHTOB CETrOJIHS YK€ HUKOTO HE YUBUIIb, HO C
pPa3BUTHEM UHTEPHET-TEXHOJIOTUH 3JI0YMBIIIJIEHHUKY TEPEMECTHIINCH B UHTEPHET, U
MPOJIOJKAIOT 3aHUMATHCS "ITFOOUMBIM" JICTIOM.

Tak nmosiBUIaCh HOBAsl yrpo3a: UHTEPHET-MOIICHHUYECTBA WX (DUILIMHT, TJIaBHAS 1IEJTb
KOTOPOT'O COCTOUT B MOJIy4YeHUH KOHPUACHIIUATBHBIX JAaHHBIX TOJIb30BaTeNeH - JIOTHHOB
u naposeil. Ha anrnuiickom si3bike phishing unraercs kak ¢uiuHr (ot fishing - peiOHas
JIOBJIS, password - maposn).

OcCHOBHBIE COBETHI IO OOpHOE C (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI Io/103peBaetib, 9To TBOS aHKETa Obliia B3JIOMaHa,
TO HEOOXOUMO 3a0JIOKHUPOBATH €€ U COOOIIUTH aIMUHUCTPATOPAM pecypca 00 3TOM Kak
MOKHO CKOPEE;

2. Ucnonw3yit 6e30macHbie BEO-CalThI, B TOM YHCIIe, UHTEPHET-Mara3nHOB M MOMCKOBBIX
CUCTEM;

3. Mcnonb3yii ClIOkKHBIE U pa3HbIe Mapoyid. TakuM 00pa3oM, eciiu TeOs B3JIOMAOT, TO
3JI0YMBIIINIEHHUKH TIOJTy4aT JOCTYIT TOJIBKO K OJTHOMY TBOEMY IPO(MUIIIO B CETH, a HE KO
BCEM;

4. Ecnu Te6st B3OMaId, TO HEOOXOAUMO MPEAYNPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIC
n00aBIIeHbI y T€OS B APY3bsiX, O TOM, YTO T€Os B3IOMAJIA U, BO3MOXHO, OT TBOETO UMEHH
OyJIeT pacchuIaThCs ClaM M CChUIKU Ha (DUIIMHTOBBIC CAMTHI;

5. YcranoBu HaaexHbii napois (PIN) Ha MoOMIIBHBIN TenedoH,;



6. OTKIIIOYM COXpaHEHUE Napos B Opaysepe;
7. He oTkpbiBaii ¢aityibl U Apyrue BIOKEHHs B TUChMAX, JIaKe €CJIM OHU MPUIILTA OT TBOUX
npy3ei. Jlyunie yTouHd y HUX, OTTIPABJISUIM JIU OHU Te0e ATH (ailiibl.

Hudposasi penyranus

[{upposas penyrauus - ’TO HETaTUBHAS WU O3UTUBHAA HHQOpPMALIUS B CETH O TeOe.
Kommpomerupytomias nadopmaius, pa3MenieHHasi B UHTEPHETE, MOXKET CEPbEe3HBIM
o0pa3oM oTpa3uThCs Ha TBOEW peanbHOU *ku3HU. "L{udposas penyrauus" - 3To TBOK
UMUK, KOTOPBIN (hopMupyercs u3 nHpopManuu o Tebe B MHTEpHETE.

TBOE MeCTO KUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJIOKEHHUE, OCOOEHHOCTH XapakTepa
¥ pacckasbl 0 OIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue noapoCTKH JIErKOMBICIIEHHO OTHOCSTCS K ITyOJMKallUK JTMYHON UH(OpMAaLuy B
HNutepHere, HE MOHMMAsi BO3MOXKHBIX ITOCIEACTBUN. ThI Ja)ke HE CMOXKEILb 10raiarbCs O
TOM, uTO (oTorpadusi, pa3mMenieHnas 5 JeT Ha3al, cTaja IPUINHON 0TKa3a MPUHATH TEOs
Ha pabory.

KomMmeHnTapuu, pa3menienre TBoux (ororpaduii u Apyrue 1eMCTBUS MOTYT HE UCUE3HYTh
Jlake MocCJIe TOro, Kak Thl MX yJalullb. Thl HE 3HACIIb, KTO COXPAHUII 3TY UHPOPMAIHIO,
ronasa JI OHa B IOMCKOBBIE CUCTEMBI U COXPAHMIIACH JIU OHA, a TJIAaBHOE: YTO NOAYMAIOT
0 TeOe OKpY:KAIOITUE JIFOIH, KOTOPbIe HAWAYT U YBUAAT 3T0. HaliT nHbopMammo MHOTO
JIET CITYCTSI CMOXKET JIt00O0H - Kak U3 J00pbIX NOOYKIEHUN, TaK U C HAMEPEHUEM
IPUYHUHHUTH BpeI. ITO MOXKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 110 3alIUTE UPPOBOIl penyTaluuu:

1. [Togymaii, mpexJie Yem 4To-TO MyOJIMKOBATh U MepeaaBaTh y ceOst B 0JI0re uiu B
COILIMAILHOM CETH;

2. B nactpoiikax npoduiis ycTaHOBU OFPAaHUYEHHMS Ha IPOCMOTP TBOETO MPOMUIIL U €ro
COJIEPKMMOTI0, CHIENIal €ro TOJABKO "I Apy3en’;

3. He pa3memaii 1 He yka3piBait HH(MOpMAIINIO, KOTOpas MOXKET KOTO-ITH00 OCKOPOISITh
WU OOMKaTh.

ABTOpCKOE NIPaBo

CoBpeMeHHbBIE MIKOJIBbHUKH - AKTUBHBIE MOJIB30BaTENM IIU(pOoBOro npocrpanctra. OgHako
JTAJIEKO HE BCE 3HAIOT, YTO IMOJIb30BAaHUE MHOTMMHU BO3MOKHOCTSIMU ITU(DPOBOTO MUpa
TpeOyeT cOOI0IEHHS TIPAB HA UHTEIIEKTYalIbHYI0 COOCTBEHHOCTD.

TepMmuH "UHTEIEKTyalIbHAS COOCTBEHHOCTH'" OTHOCHUTCS K PA3JIUYHBIM TBOPECHHSIM
YeJI0BEYECKOIro yMa, HAUMHas ¢ HOBBIX U300PETEHHI U 3HAKOB, 0003HAYAOIINX
COOCTBEHHOCTH Ha TIPOJYKTHI M YCIIYTH, M 3aKaHUYNBAasi KHUTaMu, GpoTorpadusimu,
KMHODUIIbMaMH U MY3bIKaJIbHBIMU MTPOU3BEICHUSIMHU.

ABTOpCKHUE TTpaBa - 3TO IPaBa Ha MHTEJJIEKTYaIbHYI0 COOCTBEHHOCTh Ha NTPOU3BEACHUS
HAyKH, TUTEPATypbl U UCKYCCTBA. ABTOPCKHUE MIpaBa BHICTYIAIOT B KAUYECTBE FrapaHTUU
TOT0, YTO MHTEJJIEKTYaIbHBII/TBOPUECKUN TPY/l aBTOpA HE Oy/I€T HAIIPACHBIM, JIACT EMY
CIpaBEJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha pe3yabTaTax CBOErO TPYya, MOIYYUTh
W3BECTHOCTD U Mpu3HaHue. HukTo 6e3 paspelnieHus aBTopa He MOKET BOCTIPOU3BOIUTh
€ro MpOMu3BeCHUE, PACIIPOCTPAHSITh, MyOJUYHO IEMOHCTPUPOBATH, IPO/IaBaTh,
UMIIOPTUPOBATH, yCKaTh B MPOKAT, MYOJIMYHO UCTIONHATD, TOKA3bIBATH/UCTIONHSATD B
adupe wnm pazmeniats B UHTepHere.

Hcnonp3oBanue "mupaTcKkoro” mporpaMMHOro o0ecnedeHust MOXKeT MPUBECTH K MHOTUM
pHUCKaM: OT IOTEPU JAHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKH TBOETO YCTPOWCTBA, T/Ie



YCTaHOBJICHA HeJleTalibHas mporpamMa. He ctout Taxke 3a0bIBaTh, YTO CYIIECTBYIOT
JeraabHbIe U OeCIIaTHBIE MPOTrPaMMBbI, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CeteBUYOK.pd - TBOH TTIaBHBIA COBETYHK B CETH. 371€CH THI MOXKEIIb Y3HATh O
0€30MacHOCTH B CETH MOHATHBIM M JIOCTYITHBIM SI3BIKOM, & TIPH BO3SHUKHOBCHHH
KPUTHYECKON CHTyaI[Ml OOPaTUTHCS 32 COBETOM. A Tak)Ke IPUHATH y4acTHe B KOHKypCaxX
U CTaTh CaMbIM IU(PPOBBIM TpaKTaHUHOM !



