NudopmannoHHas naMATKA JIA 00y4a0IIUXCH

C KaXIbIM TOJIOM  MOJIOACKH B  HHTEPHETE
CTAHOBHUTLCA OOJBIIE, a MIKOJbHUKH OJHHU M3 CaMBIX
AKTUBHBIX IOJIb30BarTenen PyHera. Mexay tem, MOMHUMO
OIPOMHOI'0 KOJIUYECTBA BO3MOXKHOCTEH, HHTEPHET HECET U
npoOJeMbl. DTa NaMsTKa JI0JDKHA IIOMOYb TeOe 0€301acHo
HaXOJUTHCS B CETH.

Kowmn blOMEPHbLIE 6UPYCHL

KoMObOTEPHBIE  BUPYC — 3TO  Pa3HOBUIAHOCTH
KOMIIbIOTEPHBIX IpOrpamm, OTJIUYUTEIbHOU
OCOOCHHOCTBIO ~ KOTOpPOM  SIBJISIETCSI  CIIOCOOHOCTHh K
pPa3MHOXKEHUIO. B N0IOJIHEHHE K 3TOMY, BUPYChl MOTYT
MOBPEAUTh WM TOJHOCThIO YHHUYTOXHUTHh BCE (ailabl U
JAHHBIE, TIOAKOHTPOJBHBIE MOJb30BATEI0, OT HWMEHU
KOTOpOro ObUIa 3alylleHa 3apaXEHHas IporpaMma, a
TaKXKe MOBPEAUTH WIIM JIAXKE YHUUTOXKUTH ONEPALUOHHYIO
CUCTEMY CO BceMH (pailzamu B 1ejioM. B OOJIbIIMHCTBE
CJIy4aeB PaCIPOCTPAHSIKOTCA BUPYChI UEPE3 UHTEPHET.

MeToabl 3a1UThI OT BPEAOHOCHBIX IIPOTPAMM:

1. Hcnonp3yld COBpPEMEHHBIE ONEPAIIUOHHBIC
CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHB 3aIMUTHI OT
BPEJOHOCHBIX ITPOrpamMM,;

2. [TocTostHHO yCTaHABJIMBAM [aT4un
(mudpoBbIe 3arIaTKH, KOTOPBIE ABTOMATHYECKHU
YCTAHABJIMBAIOTCS C LEIbI0 JOPAOOTKHA MPOTrPaMMBbI)
M Jpyrue OOHOBJICHUS CBOEM  OIEpallMOHHOMN
cucteMbl. CKayuMBal HMX TOJIBKO C O(UIHAIBLHOIO
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carita pazpadorunka OC. Eciu CymecTByeT pexxum
aBTOMAaTHUYE€CKOTr0 OOHOBJICHUS, BKJIFOUH €IO0;

3. PabGorali Ha CcBOEM KOMIBIOTEPE MOJI
IpaBaMHu I10JIb30BaTElIs, a HE aJMUHUCTpaTopa. ITO
HE MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTrpaMMm
MHCTAJUIMPOBAThCSI HAa  TBOEM  II€PCOHAJIbHOM
KOMIIBIOTEPE;

4. Hcnonb3yld aHTHBHUPYCHBIE MPOTPAMMHBIE
TPOTYKTHI MN3BECTHBIX MIPOU3BOJUTEIIEH, C
ABTOMATUYE€CKUM OOHOBJICHUEM 0a3;

>. Orpannyb  (U3HYECKUM  JOCTYH K
KOMIIBIOTEPY JJIsI TOCTOPOHHUX JIUII;

5} Hcnonb3yn BHEIITHUE HOCHUTEIIU
MH(pOpMAaINK, TAKUE KaK (JIeliKa, JUCK Win (Qaili u3
UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KOMIIbIOTEpHBIC (DaMJIbI,
MTOJIYYECHHBIE M3 HEHAJEKHBIX UCTOYHUKOB. Jaxe Te
(baitabl, KOTOphIC MPHUCIAT TBOM 3HAKOMBIW. Jlydiie
YTOYHM y HETO, OTIPABJISI JIM OH TeOE HX.

Cemu WI-FI

WI-FI - 3T0 HE B niepeaun JaHHBIX, HE TEXHOJIOTHS,
a Bcero maumb OpeHa, Mapka. Eme B 1991 rony
HUJICpJIAHJACKas KOMIIAHHUSl 3aperucTpupoBana OpeH]I
«WECA», uto o0003Ha4ano cigoBocoueTraHue «Wireless
Fidelity», KOTOphIii NEpEeBOAUTCS KaK «OECIpPOBOHAS
TOYHOCTEY.
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Jlo Hamiero BpeMeHM jaoluia apyras adbOpeBuarypa,
KOTOpasi  SBJISIETCS TAKOM K€  TEXHOJOTHEW. ITO
a00OpeBuarypa «Wi-Fi». Takoe Ha3BaHHE OBLIO JAaHO C
HAMEKOM Ha CTaHJapT BHICHINK 3BYKOBOW TexHukH Hi-Fi,
YTO B IIEPEBOJIC O3HAYAET «BBICOKASI TOUHOCTH.

Jla, OecrtaTHBIM MHTEPHET-AOCTYH B Kade, OTeIIX U
a’poIIoOpTaXx SBJISICTCS OTIIMYHOM BO3MOKHOCTBIO BBIXO/Ia B
uHTepHeT. HoO MHOrme »SKCHepTbl CYUTAKOT, 4YTO
obmienoctynHabie Wi-Fi ceTu He SIBIISIOTCS 0€30I1acHBIMU.

CoBeTbl O 0€30IMaCHOCTH PpadOTE B OOMIEAOCTYITHBIX
ceTsx Wi-fi:

1. He nepenaBaii CBOIO JIMYHYIO HH(POPMAIIHIO
yepe3 obuienoctynubeie Wi-Fi cetn. Pabortas B HuX,
KeJlaTeJIbHO HE BBOAUTH MApPOIX JOCTYIA, JIOTUHBI U
KaKHue-TO HOMepa,

2. Hcnonp3yii ¥ OOHOBJISIH AHTUBUPYCHBIE
nporpamMMbl U Opanamaysp. TeMm caMbIM  Thl
oOe3omacuillb ce0sl OT 3aKaukh BHpPyCa Ha TBOE
YCTPOUCTRBO;

3. IIpu wmcnonab3oBanum Wi-Fi  oTkmroun
dyakuuo  «OO0mmi  goctyn Kk (adnmam  wu
npuHTepam». JlaHHas  QyHKOMS  3aKpbiTa 110
yMOJTYaHUIO, OJHAKO HEKOTOphIE IO0JIh30BATEIIN
AKTUBUPYIOT €€ i1 yJ00CTBa HCIOJL30BAHUS B
paboTe uinu yueoe;



4, He wucnonp3yt nyomuunbii WI-FI s
nepeaayd JMYHBIX JAHHBIX, HAIpUMEp IS BBIXO/A B
COILMAIbHBIC CETH WJIM B JICKTPOHHYIO TTOYTY,

5. Hcnonb3yu TOJILKO 3a[UIIEHHOE
coenuHenue depe3 HTTPS, a ne HTTP, T.e. npu
HaOope BeO-aapeca BBOAU UMEHHO «https://»;

6. B  MoOwibHOM  TenedoHEe  OTKIIIOYHU
dbynakuuro «Iloakmrouenne k Wi-Fi aBTomaTuueckm.
He pgomyckaii aBTOMATMYECKOro IOJKIFOUCHUS
ycTpolicTBa K ceTsiMm Wi-F1 0e3 TBoero coriacusl.

COMMCZJZbele cemu

ColualnbHble CETH aKTUBHO BXOJAT B HAIly >XU3Hb,
MHOTHE JIFOJIM PpadOTal0T U KMBYT TaM IIOCTOSIHHO, 4 B
Facebook y:xe 3apeructpupoBadH MHILIMapd YE€IOBEK, YTO
ABJISIETCA OJHOM CEeIbMOM BCEX JKUTEJIEW TUJIaHETHI.
MHorue noab30BaTeIM HE MOHMMAIOT, YTO HH(OpMaIusl,
pa3MellleHHass UMH B COLMAJIbHBIX CETAX, MOXKET OBbITh
HaillcHa WM HMCHOJb30BaHAa KE€M YTOJHO, B TOM YMCJIE HE
00s13aTeNIbHO C OJJarUMH HaMEPECHUSIMU.

OCHOBHBIE COBETHI II0 0€30MAaCHOCTH B COIIMAJILHBIX
CeTSIX:

1. OrpaHuyb COUCOK Jpy3er. Y TeOs B
APY3bsX HE  JOJDKHO  OBITh  CAyYalHBIX U
HE3HAKOMBIX JIIOJIEU ]

2. 3ammiiaii CBOK 4YacTHYK KHU3Hb. He
yKa3blBail mapoiu, TeiaedoHsbl, ajapeca, 1aTy TBOETO
POXKICHUS W JPYyryl0 JHUYHYIO HHGOOPMAIIHIO.
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3NMOYMBIIIIJICHHUKXM  MOTYT  HCIIOJb30BaTh  JIAXKE
MH(POPMAILIMIO O TOM, KaK Thl W TBOM POJUTEIIH
IUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3ammmiai CBOK penmyTaluio - JEpKU €€ B
YUCTOTE W 3a7aBail cebe BOIMpOC: XOTea Obl Thli,
4TOOBI JPYrU€ MOJIb30BATEIM BHUJIECIH, YTO ThI
3arpyxaemsb? [lomyman, mpexae dYeM  YTO-TO
ONy0JIMKOBATh, HAUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPUIIH C JIFOJIbBMHA, KOTOPBIX HE
3Haelllb, HE WCIOJb3YyH CBOE pEATbHOE UMA U
APYTYI0 JIMYHYIO HUHGOOpMALMHU: UMs, MECTO
KATEIBCTBA, MECTO y4€OBbI U IIPOYEE;

D. N30erait  pasMemnieHus ¢ororpaduii B
HNuaTepHeTe, rae Thl M300pak€H HAa MECTHOCTH, II0
KOTOPOH MOKHO OIPECIIUTD TBOE
MECTOIIOJI0KCHHUE,

6. Ilpu perucrtpauyu B COLMAIBHOM CETH
HEOOXOJMMO  HCIIOJb30BaTh  CJIOXKHBIE  MapoOJIH,
COCTOSIIME M3 OYKB M IUPP M C KOJUYECTBOM
3HAKOB HE MecHee §;

/. Jlag couMadbHOM CETH, TMOYTHl U JPYTUX
CaTOB HEOOXOJIMMO MCHOJIBL30BaTh pPa3HbIC MAPOJIH.
Torma ecnu TeOs B3JIOMArOT, TO 3J0YMBIIUICHHUKH
MOJIy4aT JOCTYH TOJIBKO K OJHOMY MECTYy, a HE BO
BCE Cpasy.



SJZQKWlDOHHble oenveul

DJIEKTPOHHBIE JIEHBI'M — 3TO OYE€Hb YJAOOHBIN CHIOCO0
MJIaTeKe, OJHAKO CYIIECTBYIOT MOIICHHUKH, KOTOPBIE
XOTST MOJYYUTh 3T JCHBIH.

SHCKTpOHHBIG ACHBI'N ITOABHIIMCH COBCCM HCIAABHO H
HMMCHHO H3-3d 3TOI'O BO MHOI'MX IoCyaapCTBax 10 CHUX IIOP
HC IIPOIIMCAHO IIPO HUX B 3dKOHAX.

B Poccun ke OHM (PYHKIMOHHPYIOT M O HHUX YXKe€
MPOMKCAHO B 3aKOHE, TAE UX PA3JACISAIOT HAa HECKOJBKO
BUJIOB — AaHOHMMHBIC U HE€ AaHOHHWMHbIE. PazHuUIla B TOM,
YTO AHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3pemiacTcs
IPOBOJUTH onepanuu 0e3 uaAeHTU(UKALIMK I10JIb30BaTEIs,
a B HCAHOHHUMHBIX — MACHTU(PUKAIIMU MOJIb30BATEII
SABJISICTCST 00513aTEIBHOM.

Taxxe creayeT pas3nuyaTh dJICKTPOHHBIE (UATHBIC
JNECHbI'W  (paBHBI  TOCYJAApCTBEHHBIM  BaJllOTaM) |
3JIEKTPOHHbIE  HeuaTtHble  JeHbIM  (HE  PaBHBI
rOCyJIapCTBEHHBIM BAJIFOTaM ).

OcCHOBHBIE COBETHI MO O€30IacHoM padboTre ¢
SICKTPOHHBIMU JICHbI'aMH

1. TlpuBs>ku K cyeTy MOOWJIBHBIA TenedoH.
OT0 caMblii yIOOOHBIM W  OBICTPBI  CHOCOO
BOCCTAHOBUTH JOCTYyIl K c4yery. lIpuBsi3aHHbIN
TeleOH  TMOMOXKET, €CIh  3a0yJellb  CBOM
IUIATeKHBIM IApoJib WM 3alfiellb Ha CauT C
HE3HAKOMOTI'0 YCTPOMCTBA,
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2. Hcnonws3yii omHopaszoBble mapoiu. [locre
nepexo/ia Ha YCUJICHHYI0 aBTOPU3AIMI0 TeOe yKe He
OyJeT yrpokaTh OIIACHOCTb KpaXd WJIM IEpexBaTa
IJIATEKHOIO MAapOJIs;

3. Breibepu cioxnbIi mapoiib. IIpectynHukam
OyleT HE TMpOCTO Yyrajarh CIOXKHBIA MOapOJb.
Hanexubie mapoan — D3TO MaApPOJIM, KOTOPHIE
COJIEpKaT HE MEHEE 8 3HAKOB W BKIIIOYAIOT B CEOs
CTPOYHBIE M IIPONUCHBICE OYKBBI, LUPPBI U
HECKOJIBKO CUMBOJIOB, TAaKHM€ Kak 3HAK J0Juiapa,
(yHTa, BOCKJIMIATEIbHBIM 3HaK W T.. Hampumep,

$tRONg!:;

4. He BBOOM CcBOM JIMYHBIC JJaHHBIC HA camTax,
KOTOPBIM HE JIOBEPSECIIIb.

9JZ€KWII?OHHCZ}Z noymdad

OJNEeKTpOHHAasd IIo4Ta — 3TO TEXHOJOTHUS H
MPENOCTABIAECMBICE €0 YCIYyIH II0 IIEPECBUIKE |
MOJYYCHUIO  DJICKTPOHHBIX  COOOIIECHMH,  KOTOPBIC

pacnopeneNssioTcss B KOMObIOTEpHOU ceTh. (OOBIYHO
BJICKTPOHHBIA TMOYTOBBIM SAIUK BBITJISIIUT CICAYOIUM
oOpa3oM:  HWMs_IMOJI30BATEISI(@UMS_JIOMeHa.  Takxke
KpOME TEPENAUYN MPOCTOTO TEKCTA, UMEETCA BO3MOKHOCTD
nepenaBath (Pausbl.

OcCHOBHBIE COBETHI MO O€30IacHOW pabdoTre ¢
3JIEKTPOHHOU TTOYTOM:

1.  Hamo BbIOpaTh NpPaBUIBHBIM MHOYTOBBIN
ceppuc. B wuHTEpHETE €CTb OIPOMHBIA BBIOOD
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OECIUIaTHBIX ITOYTOBBIX CEPBUCOB, OJHAKO JIYYIIIE
JIOBEPATb TEM, KOIO 3HACIIb M KTO TIEPBBIA B
pPEUTHHTE;

2. He yxa3piBaii B JIMYHOW IOYTE JUYHYIO
uHpopMmarmo.  Hanpumep,  ayumie  BbIOpaTh
«My3bIKaJIbHBIN (paHaT@» wan «pok2013» BMecTo
«remal 3»;

3. Hcnonp3yl JBYXATAlHYK aBTOPU3ALIHUIO.
DTO KOrja MOMHMMO Mapojid HYXHO BBOJUTH KO/,
npuchLIaeMbId o SMS;

4. BrpiOepu CIOXHBIA TapoJib. JIs Kakaoro
IIOYTOBOTO SIIHMKA JOJKECH OBITH CBOM HaJC)KHBIU,
YCTOUYHUBBIN K B3JIOMY IapOJib;

5. Ecnu ectb BO3MOKXHOCTh HAIIMCATh CAMOMY
CBOH JIMYHBIM BOMPOC, UCIIOIb3YH 3TY BO3MOKHOCTb;

6. HMcnonb3ylh HECKOJBKO IMOYTOBBIX SIIIUKOB.
[lepBblil A1 YaCTHOM IIEPENUCKUA C aapecaramu,
KOTOPBIM Thl JOBEPSECIIb. DTO 3ICKTPOHHBIA aApPeEC
HE HaJ0 MCIOJb30BaTh IIPU PETUCTPALIMA HA
dbopymax u calrax;

/. He otkpeiBali (aiinbl U ApyTrUe BIOKECHUS B
MACHbMAaX A€ €CJIM OHM IMPUILIM OT TBOUX JAPY3EH.
Jlydiie yToO4HU y HUX, OTHPABJISUIN JIK OHU T€OE 3TH
(baiiibl;

8. Ilocine okoHuaHus pabOThl Ha ITOYTOBOM
CEepBHUCE IMEpeJ]l 3aKPbITUEM BKJIAJKHA C CAaTOM HeE
3a0yJIb Ha)KaTh Ha «BBIATHY.



Kubepoyvuiune uiu supmyaibHoe U30e8ameibCmeo

KubepOyJuIMHIT — TMpecieloBaHuEe COOOIICHUSIMH,
cCoACpKAIIMMU OCKOPOJICHUS, arpeccuro, 3alyruBaHuE;
XYJIMTaHCTBO; COLIMAJIbHOE OOMKOTUPOBAHHE C ITOMOIIBIO
pa3IMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI IO OOPHOE ¢ KHOEPOYIITMHI OM:

1. He Opocaiics B 0o#. Jlyummii crocoO:
MIOCOBETOBATHCS KaK ceO0sl BECTH U, €CJIM HET TOro, K
KOMY MOKHO OOpaTUThCS, TO BHaYaJI€ YCIIOKOUTHCHL.
Ecaun Thl HauHelnb OTBeYaTh OCKOPOJICHUSIMH Ha
OCKOpPOJICHHUSI, TO TOJIBKO €Ille OOJIbIIE Pa30XIKEIIb
KOH(JIUKT;

2. Yinpapisi cBoel KuOeppeIyTalue;

3. AHOHMMHOCTP B  CETM  MHHMMas.
CymecTByOT CIOCOOBI BBIICHUTHb, KTO CTOHUT 3a
AHOHUMHBIM aKKayHTOM,;

4, He crour BecTM XyJMIaHCKHM 00pa3
BUPTYaJIbHOM JKU3HHU. HHTEpHET (QUKCUPYET BCE
TBOM ACHUCTBHUS M COXpAHSET UX. Y JaIUTh UX OyJET
KparHe 3aTPYyAHUTEIBHO;

S. CoOsrofaii  CBOM  BUPTYJIbHYIO YECTh
CMOJIONY,
6. Urnopupyu eIMHUYHbIN HETATUB.

OnHOpa30BbIE OCKOPOUTEIBHBIE COOOIIECHUS JTYYIlle
UrHOpHpoBaTh. OOBIYHO arpeccusi MpeKpallaeTcs Ha
HavyaJbHOU CTaIUMU,
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/. ban arpeccopa. B mnporpammax oOMeHa
MTHOBEHHBIMHU COOOIICHUSIMU, B COLIMAJIBHBIX CETSIX
€CTh  BO3MOXHOCTb  OJOKMPOBKM  OTHpPaBKH
COOOILIEHUH C OIPEeCICHHBIX apECOB,

8. Ecmm 1B cBUaeTenbs kubOepOyiunHra. TBOM
JNEUCTBUS: BBICTYNIUTh MPOTUB IIPECICAOBATENS,
nokazaTb €My, YTO €ro JCHCTBUS OIICHUBAOTCS
HEraTUBHO, MOAAECPKATh >KEPTBY, KOTOPOW HY>KHA
MICUXOJIOTUYECKAsi MOMOIIlb, COOOIIUTh B3POCIBIM O
(hakTe arpecCUBHOTO MOBEJICHUS B CETH.

Mobunvnvi menedon

CoBpeMeHHbIe CMapT(MOHBI W IUIAHIIETHI COAECPXKAT B
ce0e BIOJIHE B3POC/bIN (PYHKIIMOHAJ, U TEIIEPh OHU MOTYT
KOHKYpPUPOBaTh CO CTAallMOHAPHBIMH KOMIBIOTEPAMHU.
OJHaKo, CPEACTB 3aAIIMUTHI JJISI TOJIOOHBIX YCTPOMCTB MOKa
OYEHb Majio. TeCTUpPOBAHUE U TIOUCK YSI3BUMOCTEH B HHUX
NPOUCXOJIUT HE TaK WMHTEHCUBHO, Kak g [IK, To »xe
CaMO€ KacaeTcsi U MOOUJIbHBIX TTPUIIOKECHUM.

CoBpeMeHHbIE MOOUJIbHBIE Opay3epsl yKe
NPAKTUYECKH JIOTHAJIM HACTOJbHBIE aAHAJIOTH, OJHAKO
paciiupeHue (QyHKIIMOHala BJIEYET 3a COOOM OOJIBIIYHO
CIOKHOCTh M MCHBIITYIO 3aIIHIIICHHOCTb.

Jlasieko He  BCE  NOPOU3BOJUTENM  BbIIYCKAKOT
OOHOBJICHUSA, 3aKPBIBAIOIINE KPUTHUYECKUE YS3BUMOCTH
IJTsL CBOUX YCTPOKUCTB.

OcCHOBHBIE COBETHI Id OE€30MaCHOCTH MOOWJIBHOIO
TesieoHa:
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1. Huuero He #ABISIETCA IO-HACTOSIIEMY
OeciuiaTHBIM. bByJib OCTOpOXKEH, Beab Korjga Tede
npeiaraloT O€CIUIaTHBIM KOHTEHT, B HEM MOTYT
OBITH CKPBITHI KAKME-TO IJIATHBIC YCIIYTH,

2. JlyMmaii, npexae yeM otapaBuTbh SMS, ¢oTo
Wiu BUJ€Oo. Thl TOYHO 3HAENIb, IJ€ OHU OyIyT B
KOHEYHOM UTOTe?

3. HeoOxoauMo OOHOBIISATH OINEPALMOHHYIO
CHUCTEMY TBOEro cMapT(oHa;

4. Hcnonp3yih aHTUBUPYCHBIC HMPOTPaAMMBI JIJIs
MOOMJIBHBIX T€IE(POHOB,

5. He 3arpyxaii mpujio’)KeHHsI OT HEU3BECTHOIO
UCTOYHUKA, BEIb OHU  MOILYT  COAEPXKATh
BPEJIOHOCHOE IMPOrpaMMHOE 00ECIICYCHHUE;

6. Ilocie TOoro Kak Thl BREIMJEIIL C caliTa, TIE
BBOJWJI JIMYHYIO MH(OPMAIIUIO, 32l B HACTPOUKHU
Opay3epa u yjaanu cookies;

(/. lleppoguyeckd MPOBEPSN KAKUE ILIATHBIC
yCJIYT'd aKTUBUPOBAHbI HA TBOEM HOMEDE;

8. [lamaii cBoii HOMep MOOMJIBLHOrO TenedoHa
TOJIBKO JIOASIM, KOTOPBIX ThI 3HACIHIL WU KOMY
JOBEPSCIIIb,

9. Bluetooth momkeH OBITH BBIKIIIOUEH, KOTIA
Tl WM He mnoab3yemibcsa. He 3a0biBaii mHOrma
IIPOBEPSITH 3TO.



Online uepoi

CoBpeMEHHbIC OHJIAMH-UTPhl — ITO KpPaCOUHEBIE,
3aXBaTHIBAIOIIUE PA3BJICYCHUS, OOBEAUHSIONIME COTHHU
THICSIY YEJIOBEK II0 BceMy Mupy. Mrpokum wuccieayroT
JAHHBIA UM MHp, OOIIAIOTCS APYT C JAPYIrOM, BBIIOJIHSIOT
3aJJaHUs, CPAKAIOTCSI ¢ MOHCTPaMH M IIOJIy4arOoT OIBIT. 3a
yJA0BOJILCTBUE OHM ILIATAT: MOKYIAKT JUCK, OIJIAYMBaIOT
a00HEMEHT WJIM IIPUOOPETAIOT KAaKKUEe-TO OIIIMH.

Bce atH cpenictBa UAYT HA MOJJEPHKAHUE U PA3BUTHE
UTPBI, a TAKXKE HA caMy 0€30IMaCHOCTh: COBEPIIIEHCTBYOTCS
CUCTEMBl aBTOPHU3AIlMM, BBIMYCKAIOTCS HOBBIC IIaT4H
(mudpoBbIE 3aIUIaTKU JJI1 OpPOrpaMM), 3aKpBIBAIOTCS
ySI3BUMOCTH CEPBEPOB.

B 1momoOHBIX HWrpax CTOUT OMNAcCaTbCs HE CTOJBKO
CBOMX COMNEPHUKOB, CKOJIBKO KpaXM TBOETO IMApOJisi, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIMU OOJBIIMHCTBA
Urp.

OCHOBHBIE COBETHI IO O€30MACHOCTHA TBOETO UTPOBOTO
AKKayHTA!

1. Ecnm apyroii urpok BeAeT ceOs IJI0XO0 WIIU
co3faeT Te0e HENMPUATHOCTH, 3a0JIOKUPYH €ro B
CIIMCKE UTPOKOB,;

2. lloxanyiics agMHUHUCTpaTOpaM HIpbl Ha
IJIOXO€ TOBEIECHUE OTOr0 WIPOKA, KEJIATEIbHO
MPUIOXKUTh KAKWE-TO JIOKA3aTEJIbCTBA B  BUJE
CKPHHOB;
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3. He yka3piBali JHYHYHO HHOOPMAIUIO B
npodaiiie urpsl;

4. YBaxal Apyrux y4aCTHHUKOB IO UTPE;

5. He ycranapnuBaii Heo(puUMaIbHbBIC MATYU U
MOJIbI;

6. Hcnonw3yl CIIOKHBIE M pPa3HbIE€ MAPOJIH;

(. Jlaxke BO BpeMsl UI'Pbl HE CTOUT OTKJIIOYaTh
aHtuBupyc. Iloka Thl wWrpaemib, TBOW KOMIIBKOTED
MOTYT 3apa3uTh.

Duuiune uau Kpaaicd JTUHYHbIX OQHHbIX

OOBIYHOM Kpakel JIeHer M JOKYMEHTOB CETOJHS YXKe
HUKOIO HE VYJIUBHUIIb, HO C pPa3BUTHUEM HHTEPHET-
TEXHOJIOTUM  3JIOYMBIIUJICHHUKU  TIEPEMECTUIIMChL B
MHTEPHET, W TMPOJOKAIOT 3aHUMATHCS  <«JTFOOMMBIMY
JICJIOM.

Tak  nmosiBUIacr  HOBas  yrpos3a:  HWHTEPHET-
MOIIIEHHUYECTBA WM (DUINMHT, TJaBHAs I1€JIb KOTOPOTO
COCTOMT B TMOJYYEHHH KOHDUIACHIMAIBHBIX JTAHHBIX
[0JIb30BATENEN — JIOTUHOB U mapoJier. Ha anrmuickom
sa3blke phishing uwntaercs kak QuummHr (ot fishing —
pBIOHAs JIOBJISA, password — mapoJib).

OCHOBHBIE€ COBETHI IO OOPHOE C (PUILTMHTOM

1. Cnemu 3a cBOMM akKkKayHTOM. Eciaud Tbl
oJ03peBacliib, YTO TBOS aHKETa OblIa B3JIOMaHa, TO
HEOOXO0JIMMO  3a0JIOKMpOBaTh €€ M  COOOIIUTH
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aIMUHHUCTpAaTOpaM pecypca 00 ATOM KaK MOXKHO
CKOpee;

2. Hcnone3yih 0e3omacHble BEO-CAWThI, B TOM
4HUCJie, MHTEPHET-Mara3uHOB U ITOMCKOBBIX CUCTEM;

3. MHcrmonb3yil CIIOXKHBIE M pa3HbIe MHapOJIU.
Takum oOpa3oM, eciad TeOA  B3JIOMAIOT, TO
3JIOYMBIIIJICHHUKA  TOJydaT JOCTYI TOJBKO K
OJTHOMY TBOE€MY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecmm T1eba B3JIOMald, TO HEOOXOIUMO
OpeIynpeIuTh BCEX CBOMX 3HAKOMBIX, KOTOPbIC
n00aBjeHbl y TEOS B APY3bsAX, O TOM, 4TO TeOs
B3JIOMaJM M, BO3MOKHO, OT TBOEIO HMMEHHU OyJIET
pacchulaThbCid CHaM W CChUIKM Ha (PUILMHIOBBIC
CalTHI;

5. YcranoBu HanexHbid mnapoiab (PIN) Ha
MOOMIIBHBIN TeNIe(OH;

6. OTKII04YM COXpaHEHHE MapoJs B Opays3epe;

/. He oTkpsiBaii (haljbl U Apyrue BIOKECHUS B
MUChbMax JAKE €CJIM OHW NPHUIIIA OT TBOUX JIPY3€EH.
Jlydllle yTOYHM Yy HUX, OTIPABISJIN JIM OHU T€OE ATH
(baitibl.

HM%DO@CI}Z penymayuzl

[HudpoBas penyTramus - O3TO HEraTuBHAsg WU
NO3UTUBHAS  WHpOpMalUs B cetm O  Teoe.
Komnpomerupyromasi uHbopMalus, pa3MellcHHas B
MHTEPHETE, MOXET CEPbE3HBIM 00pa3oM OTPA3UTHCA Ha
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TBOEH peanibHOM ku3HMU. «lludpoBas penyrauus» - 3TO
TBOM HMMUJK, KOTOPBIA (hopMUpPYyETCsl U3 MHPOPMAIUU O
TeO€ B HHTEPHETE.

TBOoe MECTO JXKHUTEIbCTBA, yueObl, TBOE (DMHAHCOBOE
MOJI0KEHHE, OCOOCHHOCTH XapakTepa MU paccKasbl O
OIM3KUX — BCE 3TO HAKAIIJIMBACTCS B CETH.

MHorue mOJAPOCTKH JETKOMBICIEHHO OTHOCSITCS K
nyonukanuu JudHOM uH(popmanuu B HMHTepHeTe, HE
MOHUMAasi BO3MOXKHBIX TOocieacTBUil. Thl Jaxe He
CMOXEIIb  JIorajaTbCd O TOM, 4YTO (oTorpadusl,
pa3sMellleHHass S5 JeT HazajJ, cTajla IPUYMHOM OTKas3a
IPUHATH T€OsI Ha padoTy.

KoMmeHTapum, pasmelieHde TBOUX ¢GoTtorpaduil u
APYTHE JEUCTBHUS MOTYT HE MCUE3HYTh JaXXe MOCJE TOro,
KaK Thl MX YJQIHIIb. Thl HE 3HACHIb, KTO COXPAHWI 3TY
uH(popmaluio, momnaja JIM OHAa B IMOHMCKOBBIE CHUCTEMbI W
COXpaHWJIACh JM OHA, a TIJIaBHOE: YTO MOJYMaroT O Tebe
OKpyKaroIiee JIIOAd, KOTOpble HAWAYT M YBHJAST ITO.
Haiitu nH@opmaiuto MHOTO JIET CITyCTSI CMOXET JIFO00M —
Kak W3 JOOpBhIX MOOYXJAEHWH, TaKk W C HaMEpeHHUEM
IPUYHUHUTE Bped. ITO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBOMN peIyTaI1H.

1. Tloaymaii, mpexe 4eM YTO-TO MyOJIMKOBATh
U IIepefaBaTh y cel0s B Ojore WJIM B COIIMAIBLHOM
CETH;



2. B  Hactpoiikax nOpoduias  yCTaHOBH
OrpaHUYEHUS Ha MPOCMOTP TBOETO MPOMHUIIS U €ro
COJZIEP)KUMOTIO, CIIETAN €T0 TOJBKO «JJIsl IPY3EN»;

3. He pa3zMemaii u He yKa3biBali THPOpPMAIIHIO,
KOTOpasi MOKET KOro-au0o OCKOpOJSATh WU
OOMXKaTh.

AGWIOECKOQ npaeo

COBpEMEHHBIE IIKOJILHUKH— AKTUBHBIE MOJIb30BATEIN
nuppoBoro npocrpancTsa. OgHAKO JAJIEKO HE BCE 3HAIOT,
YTO I10Jb30BaHHME MHOTMMH BO3MOXKHOCTSMHU LIM(POBOIO
MHpa TpeOyeT COOJII0JICHUS MpaB Ha MHTEIUICKTYyaJbHYIO
COOCTBEHHOCTb.

Tepmun «MHTEJUJICKTY JIbHAS COOCTBEHHOCTB)
OTHOCHUTCSI K PAa3JIMYHBIM TBOPEHMSIM YEJIOBEUYECKOTO yMa,
HauyMHas C HOBBIX M300PETEHUN U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOJIYKTHl U YCIYTH , U 3aKaHUYMUBas
KHUATAMH, doTorpadusimu, KUHO(PUIIbMaMHU 17|
MY3bIKQIbHBIMU TTPOU3BECHUSIMU.

ABTOpCKHE TMpaBa — 3TO MPaBa HA UHTEIUICKTYaIbHYIO
COOCTBEHHOCTh Ha MPOU3BEIICHUSA HAyKH, JINTEPATyphbl U
MCKyCCTBa. ABTOpPCKHE IIpaBa BBICTYHAIOT B KadyecCTBE
rapaHTUX TOTO, YTO MHTEIUICKTYaIbHBIA/TBOPUECKUM TPY/I
aBTOpa He OyJIeT HaMpacHbIM, JAaCT €My CIpPaBeJIUBBIC
BO3MOYKHOCTH 3apaboTaTh Ha pe3yjbTaTax CBOETO Tpy/a,
MOJY4YUTh HW3BECTHOCTb U mNpu3HaHue. Hwukro 06e3
paspelieHus aBTOpa HE MOXKET BOCIPOU3BOIAUTH €0
IPOU3BE/ICHHUE, pPacpoOCTPaHSITh, MyOINYHO
JAEMOHCTPUPOBATH, IIPOAaBaTh, UMIIOPTUPOBATh, MyCKaTh B
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IpOKaT, MyOJWYHO HMCIOJHSTH, MOKAa3bIBATh/UCIIOJIHAThH B
aupe unu pazmeniath B MIutepHere.

Hcnosnb3oBaHue «IIUPATCKOT O IIPOrPAMMHOTO
oOecreueHus] MOKET MOPHUBECTH K MHOTMM pPHCKaM: OT
OTEpU JAaHHBIX K TBOMM aKKayHTaM JO OJOKHPOBKH
TBOEI0 YCTPOMCTBA, TIJ€ YCTAHOBJICHHBIM HE JerajibHas
nporpamma. He cTrout Takke 3a0bIBaTh, YTO CYILIECTBYET
JerajibHble W O€CIUIaTHBIE IIPOrpaMMBbl, KOTOpPbIE MOXKHO
HAWTH B CETH.

O nopmane

CeTeBUYOK.p(d) — TBOM TJIaBHBIM COBETUMK B CETH.
31ech Thl MOJXKEIIb Yy3HaTh O O€30MaCHOCTM B CETH
MMOHATHBIM W JIOCTYIIHBIM A3bIKOM, & IIPH BO3ZHUKHOBECHUU
KPUTHYECKOM CUTyaIMM OOpPaTUTHCS 3a COBETOM. A TaKKe
NPUHATH YYaCTHE B KOHKYpPCax M CTaTh CaAMbIM LU(DPOBBIM
rpakJJaHuHOM !
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