HNudopmanuonHasi naMsITKa /17151 HeCOBEPIIIEHHOIETHHUX 110 BONPOCaM
KHOep0e30NacHOCTH

B ceru «HTEpHEe D

KoMnbioTepHbie BUPYCHI

KomnbroTepHbIit BUPYC - 3TO Pa3HOBHIHOCTh KOMITBIOTEPHBIX MPOTPaMM,
OTJIMYUTENBHON OCOOEHHOCTBHIO KOTOPOM SIBISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHUIO
(komMpoBaHHIO). B momomHeHWME K AITOMY, BHPYCHl MOTYT TIOBPEAWTH WIIH
HOJHOCTHIO YHUUYTOXKUTH BCE (Dailyibl U TaHHBIE, TTOJKOHTPOJIbHBIE MOJIB30BATENIO,
OT UMEHU KOTOpOro Obljia 3amyleHa 3apakEHHasl Iporpamma, a TaKkkKe MOBPEAUTh
WIN Ja)Ke YHUYTOXXHUTH ONEPAMOHHYIO CHCTEMY CO BceMH (aitiamu B 1enoM. B
OOJIBIIMHCTBE CIIy4aeB PaclpOCTPAHSIIOTCS BUPYCHI U€pe3 UHTEPHET.

MeToabl 3alIUTHI OT BPEAOHOCHBIX IPOrPaMM:

1.  Hcnonp3yit cOBpeMEHHBIE OINEPALIMOHHBIE CUCTEMbI, UMEIOIINE
CEpbE3HBIN YPOBEHB 3aIUTHI OT BPEAOHOCHBIX IPOrPAMM;

2.  TloctosHHo ycraHaBiauBail mnatud (UUGpPOBBIE 3aIUIATKH,
KOTOpbIE  aBTOMATHYECKH YCTAHABIMBAIOTCS C IENbI0  JOpabOTKHU
OporpaMmbl) W JIpyrue€ OOHOBIEHHMS CBOEH ONEPAlMOHHOM CHCTEMBI.
CkauuBail UX TOJBKO ¢ oduIMaIbHOro caiita paspadorunka OC. Ecmm
CYIIECTBYET PEKUM aBTOMATUIECKOTO OOHOBJICHHSI, BKJIIOUH €T0;

3. PaGotait Ha cBOEM KOMITBIOTEpPE IO/ MPaBaMHU IOJIH30BATENS, a
HE aJMUHHUCTpaTopa. OTO HE IMO3BOJUT OOJBIIMHCTBY BpPEIOHOCHBIX
IporpaMM MHCTAJUIUPOBATHCSI HA TBOEM IEPCOHATBLHOM KOMITBIOTEPE;

4.  Hcnonpb3yil  aHTHUBUPYCHBIE  MPOTPAMMHBIC  TPOIYKTHI
U3BECTHBIX MPOU3BOJIUTENEH, C aBTOMATHYECKUM OOHOBJIEHUEM 0a3;

S. Orpannyb  (U3MYECKUH  JOCTYyH K  KOMIBIOTEPY ISt
TIOCTOPOHHUX JIHII;

6. Hcrnonp3yil BHEMIHWE HOCUTENW WH(POpPMAIUK, TaKue Kak
dnemka, auck wiau ¢daitn u3 HWHTepHeTa, TOJBKO U3 MPOBEPEHHBIX
HUCTOYHHKOB;

7. He orkpeiBali KOMIMbIOTEpHBbIC (halbl, TOMYYECHHbIE U3
HEHAJEKHBIX HCTOYHUKOB. Jlake Te (paiiiabl, KOTOphIE TMpHUCTal TBOU

3HaKOMbI. Jlyulie yTo4HH y Hero, OTIpaBJisil U OH Te0e uX.



Cerun WI-FI

C nomompro WI-Fi MOXXHO TONYyYuTh OECIUIATHBIA HHTEPHET-IOCTYI B

OOIIECTBEHHBIX MecTax: Kade, OTeNsIX, TOProBBIX IIEHTPaxX W a’pomnoprax. Tak ke
SIBJISIETCSL OTJIMYHOM BO3MOXHOCTBIO BbIXOJa B MHTepHer. Ho MHOrme sxcneprhl
CUYHMTAIOT, 4TO oOmeaocTynHsie WiF1 ceTn He ABISIOTCS 6€30IaCHBIMH.

CogeTbl 10 6€30MaCHOCTH PA0OTHI B 001eT0CTYNHBIX ceTsax Wi-fi

1. He nmepenmaBaii cBo  JHYHYHO  HHGOpPMAIUIO  dYepe3
obmenocrynusie Wi-Fi cern. PaGoras B HHX, »elaTelbHO HE BBOJHTH
apoJIu TOCTYTa, IOTUHBI U KaKHe-TO HOMEpPa,

2. Hcrnonb3yii u OOHOBISII aHTUBUPYCHBIE MPOTPAMMBbI U
Opanamaya3p. Tem caMbIM ThI 00€30TIaCHIIb ce0sT OT 3aKaYKH BHpYyca Ha TBOE
YCTPOWCTBO;

3. [Ipu wucnons3oBanuun Wi-Fi otkmoun ¢ynkmuo «OO0mmit
noctyn K ¢dainam u  npuHTepam». JlaHHas (QyHKIMS 3aKphiTa 10
YMOJTYaHUIO, OJHAKO HEKOTOpbI€ IOJIb30BATENIM AaKTUBUPYIOT €& IS
yn100CTBa UCIIOJIB30BAaHUS B paboTe WK y4eoe;

4, He wucnons3yit nyOnuunsiii WI-FI ana nepemaum nmuHBIX
JTAHHBIX, HAIPUMED, I BBIXOAA B COIMATIBHBIC CETH WU B DJICKTPOHHYIO
MOUTY;

S. Hcenone3yi Tonpko 3amumienHoe coenunenne yepe3 HTTPS, a
He HTTP, 1.e. mpu Habope BeO-aapeca BBoau nMeHHO «https://»;

6. B Mo6unsHOM Tenedone oTkioun GyHknuio «lloakimrodeHue K
Wi-Fi aBromarmyeckm». He pomyckali aBTOMAaTHYECKOTO ITOIKITFOYCHUS

ycTpoiicTBa k cetsiMm Wi-Fi1 6e3 TBoero cornacus.

ConnajibHbIe CeTH

CoumanbHas CETh - 3TO CalT, KOTOPBIA MPEAOCTABIISIET BO3MOKHOCTD JIFOJIM
OCYILECTBIJISITh OOIIEHUE MEXAy co00il B mHTepHeTe. Yamie Bcero B HUX JUIs
KQXJOr0 YEJOBEKA BBIACIAECTCS CBOS JIMYHAS CTPAHMYKA, HAa KOTOPOM OH
yKa3bplBaeT 0 cebe pazinuHyr HH(OpMalMiO, HauMHAsg OT MUMEHHU, (pamMuiuu u
3aKaH4YMBas JIMYHBIMU (QoTorpadusimu. MHOrMe Moiab30BaTeNu HE TOHUMAIOT, YTO
uH(dopMalus, pa3MelIeHHass UMH B COLIMAJIBHBIX CETSAX, MOXKET OBbITh HaljieHa U
UCIIONIb30BaHA KEM YroJHO, B TOM 4YHCJIE HE 00s3aTelbHO ¢ OJlarumu

HaMCPCHUSAMM.



OcHOBHBIE COBETHI M0 0€30MACHOCTH B COLMATBHBIX CETSIX:

1. Orpannyb CIUCOK Jpy3eh. Y TeOs B IPYy3bsiX HE JOIDKHO OBITh
CIIyYalHBIX U HE3HAKOMBIX JIFOJEH;

2. Jamuiaii CBOK YAaCTHYK Xu3Hb. He ykaspiBaili mnapouu,
tenedoHbl, anapeca, JaTy TBOETO POXACHUA UM JPYryw JIMYHYIO
uHGOpMAITHIO. 3JI0YMBINIJICHHUKA MOTYT HUCIIOJIB30BaTh TaKe HHPOPMAIIHUIO
0 TOM, KaK Thl ¥ TBOU POJIUTEIIH INIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuinail CBOI pemyTaluio - JepkKU €€ B YUCTOTE U 3ajJaBaid
cebe Bompoc: XOTeNn Obl ThI, YTOOBI APYTHE MOIB30BATENN BUACIU, YTO ThI
3arpyxaemib? [lomymaii, mpexae 4yeM 4To-TO OIyOJIMKOBaTh, HAMHUCaTh U
3arpy3uTh;

4, Ecau Tel TOBOpHINBL C JIIOJBMH, KOTOPBIX HE 3Haellb, He
UCIIONIb3YH CBOE peallbHOE UMS M JPYTYIO JUYHYI0 WHOOpPMAIUU: HMS,
MECTO >KUTEIHCTBA, MECTO YUeObl U TIpoUEee;

5. N36erait pasmemenuss Qororpaduit B MuTepHere, rae Tbl
n300pakeH Ha MECTHOCTH, [0 KOTOPOM MOXHO OIPEAETUTh TBOE
MECTOITOJIOKECHHE;

6. Ilpm peructpamu B COUMATBHOW CETH HEOOXOAMMO
UCIIONIb30BaTh CJIOKHBIC TIApPOJIM, cOcCTosmMe W3 OykB W 1udp u ¢
KOJIMYECTBOM 3HAKOB HE MEHEE &;

1. JIist conuanbHONM CETH, TOYTHI M JIPYTUX CAWTOB HEOOXOJMMO
UCIIONIB30BaTh pasHble TMaponu. Torma ecad TeOS  B3JIOMAKT, TO

3JIOYMBIIINICHHUKHW I10JIYYaT JOCTYII TOJIBKO K OJHOMY MECTY, 4 HC BO BCC

cpasy.

DJIEKTPOHHBIC NeHbI'N

DNEeKTPOHHBIEC JIEHBI'M — 3TO OYEHb YIOOHBIN CIOCOO IJIATEKEH, OJTHAKO
CYIIIECTBYIOT MOIIIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TH JICHBIH.

DJIeKTPOHHBIC JICHBI'U MOSBUIUCH COBCEM HEJIABHO M UMEHHO M3-3a 3TOTO BO
MHOTHX TOCYIapCTBax J0 CUX MOpP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM QYHKITMOHUPYIOT U O HUX YKE MPOMKUCAHO B 3aKOHE, TJIC
UX Pa3JeNsOT Ha HECKOJBKO BHUJIOB - aHOHMMHBIC W HE aHOHUMHBIC. Pa3Huia B
TOM, YTO aHOHHMHBIC - 3TO T€, B KOTOPBIX pa3periaeTcs IPOBOJINTH OIepanun 0e3
UACHTU(UKAIIMK  TOJh30BaTEIs, a B HE AaHOHMMHBIX HJICHTU(DHKAIIUN

TI0JIB30BATEIIS ABJISICTCS 00s13aTENLHOM.



Taxke cnemyer pa3naudarh DJJIEKTPOHHBIE (UATHBIC JEHbrd (paBHBI
TOCY/IapCTBEHHBIM BAJIOTaM) M JJICKTPOHHBIE HedUaTHBIE JCHBIU (HE PaBHBI
rOCy/IapCTBEHHBIM BAJIIOTAM).

OcHoBHBIE COBETHI 10 0€3011aCHOM padoTe ¢ JIEKTPOHHBIMHU AeHbIAMU

1. [IpuBsku K cueTy MOOWIbHBINA TenedoH. DTO caMbIil yIOOHBIN
U OBICTPBIN CIIOCOO BOCCTAaHOBUTH JOCTYM K cuery. [IpuBsizanusiil Tenedon
IIOMOJKET, €CJTH 320y IeITh CBOM IIIATEeKHBIN MMapoih WK 3aiIeIh Ha CalT ¢
HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonb3yli omgHopaszoBele mnaponu. llocne mnepexoma Ha
YCWJICHHYIO aBTOpHU3AIMIO TeOE yKe He OyNleT yrpokaTh OMACHOCTh KpPaXKu
WJIM TIEpeXBaTa IJIaTEXKHOTO MapoIs;

3. Breibepu crnoxubiii naponb. IIpectrynmHukam Oyner He MpPOCTO
yrajarb CJIOXHbIM maponb. HagexHele mapoiu — 3TO Mapoyid, KOTOPBIE
collep KaT He MEHee 8 3HAKOB M BKJIIOUAIOT B ¢€0sl CTPOUYHBIC U MPOIMUCHBIE
OyKBBI, IU(MPHI U HECKOJIBKO CHMBOJOB, TaKME KakK 3HAK JoJiapa, (yHTa,
BOCKJIMIIATENbHBIN 3HAK U T.11. Hanmpumep, StROng!;;

4, He BBOOM CBOM JIMYHBIE [JaHHBIE Ha caillTaX, KOTOPbIM HE

JOBEPSCILb.

DJIEKTPOHHASA MOYTA

DNEKTPOHHAS MMOYTa — HTO TEXHOJIOTUS U MPEIOCTABIISIEMBIE €10 YCIYTH IO
NEPECHUIKE U MOJYUYEHUIO AJIEKTPOHHBIX COOOIIEHHM, KOTOPbIEe paclpeeaioTcs B
KOMITbIOTEpHOU ceTU. (OOBIYHO JJIEKTPOHHBIM TMOYTOBBINA SIIIUK BBITJISIUT
CIeyIonM 00pa3oM: UMsI_TOJIb30BaTeIsi(@uMsi_ToMeHa. Takxe KpoMme nepeaadu
MPOCTOr0 TEKCTA, UMEETCSI BO3MOXKHOCTh NIEpeiaBaTh (pailibl.

OcHoBHbBIE COBETHI M0 0€30NMaACHOI padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBuiibHBIA MOUTOBBIN cepBuc. B MuTepHere
€CTh OIPOMHBIM BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JyYlle
JOBEPATh TEM, KOTO 3HACIIb U KTO NIEPBbIN B PEUTUHIE;

2. He yxka3piBali B JIMUHOW TIOYTE JIUYHYIO UH(OpMAaIUIO.
Hanpumep, nyumie BboIOpaTh «My3bIKaNIBHBIN (paHaT@» wiam «pok2013»
BMeCTO «TeMal3»;

3. Hcnonp3yil NBYXATalHYI0 aBTOpHU3alMIO. JTO KOrjga MOMUMO

1apoJig Hy’KHO BBOJIUTH KO/, IPUCHIIIaeMbI 110 SMS;



4, BriGepu crnoxHbIM maposib. [ KaXaoro Mmo4ToBOTO SIIHUKA
JIOJKEH OBITh CBOM HAJICKHBIM, YCTOWYUBBINA K B3JIOMY MapoJib;

5. Eciu ecTtp BO3MOXKHOCTH HAIlMCaTh CaMOMY CBOM JIMYHBIN
BOIIPOC, UCTIOJIB3YH 3Ty BO3MOKHOCTD;

6. Hcrnonp3yli HECKOJIBKO IOYTOBBIX SIIHUKOB. IlepBwit miist
YAaCTHOM TMEpEeNUCKU C aJpecaraMy, KOTOPbIM Tbl JOBEPSCIIb. ITO
AJIEKTPOHHBIN aJipec HE HaJI0 MCIOJIb30BaTh MPU PErUCTpanuu Ha (hopyMax
1 cauTax;

7. He otkpspiBail Qaitibl U Apyrue BIOXKEHHS B MUChMax Jaxke
€CJIM OHU MPHUIILIA OT TBOUX JIpy3eil. JIyunie yrouHu y HUX, OTHPABIISIIM JIU
oHHU Tebe 3T Qailnsbl;

8. [locne okoHuaHusi pabOTHl Ha TOYTOBOM CEpPBHUCE TEpen

3aKpBITUEM BKJIQJKU C CAUTOM He 3a0yab HaxaTh Ha «BBIATHY.

KuoepOvaJauHr njin BUPTYAJbHOE H31eBaTeJILCTBO

KubepOyummHr —  mpecieioBaHWE  COOOIICHHUSMH,  COJEP KAIUMHU
OCKOpOJIeHMS, arpeccuto, 3aIyrUBaHUE; XYJUTaHCTBO; COILMAJIbHOE
OOMKOTHPOBAHUE C TOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIE cOBeTHI 0 00pble ¢ KHOEePOYIITUHIOM:

1.  He Opocaiics B 601. Jly4mnii cmoco0: mocoBeTOBaTHCSA KaK ceOsl

BECTH U, €CIM HET TOro, K KOMY MOXHO OOpaTUThCSA, TO BHayaie

ycnokoutbcsi. Eciau  Thl  HayHemb  OTBEYAaTh OCKOPOJEHUSMH  Ha

OCKOpOJIEHUS, TO TOJIBKO emie OOJbIIe pa30XOKeTbh KOH(IHKT;

2. VYmpansii cBoeit kubeppemnyTaiueii;
3.  AnoHumHOCTh B cerhu MHUMasg. CyIIeCTBYIOT CIOCOOBI

BBISICHUTB, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4, He crout Bectu Xynuranckuii o0pa3 BHUPTYaJbHON KU3HU.

WNutepHer dukcupyer Bce TBOW IEHCTBUS W COXPAHSIET WX. YJAIHTh WX

OyZIeT KpailHe 3aTpyJHUTEIBHO;

5.  Benu cebds BexIMBO;
6. Urnopupyit €VHUYHBIN HETaTuB. OnHopa3oBbIe

OCKOpOUTENbHBIE COOOIIEHMs Jy4lle UrHopupoBaTh. OOBIYHO arpeccus

IpeKpaniaeTcs Ha Ha9aJIbHOM CTaIuH;



/. ban arpeccopa. B mnporpammax oOMeHa MIHOBEHHBIMHU
COOOIIEHUSIMU, B COLHUAIBHBIX CETAX €CTh BO3MOXHOCTH OJOKMPOBKHU
OTIIPaBKH COOOILIEHUH C OIIPEIEIEHHBIX aJJPECOB;

8. Eciu Te cBugerens kuOepOymauHra. TBou peiicTBus:
BBICTYIIUTh IPOTUB IIPECIIENOBATENs, MOKa3aTh €My, 4TO €ro JEHCTBHS
OLICHUBAKOTCA  HEraTMBHO, TMOJJEpKaTb JKEPTBY, KOTOPOM  HY)KHA
IICUXOJIOTUYECKAass MOMOIIb, COOOIIMTH B3pPOCIBIM O (paKTe€ arpecCUBHOTO

ITIOBEACHUA B CCTH.

MoOuanHbBIN TeJgaedon

CoBpemeHHbIe cMapT(HOHBI U TJIAHIIETHI COIEPKAT B ceOe BIIOJHE B3POCIbIT
GyHKIIMOHAJ, M TENeph OHM MOTYT KOHKYpPHUPOBAaTh CO CTallMOHAPHBIMU
KoMmIbloTepamMu. OgHAKO, CPEICTB 3aIIUTHI JIJIsl MOJOOHBIX YCTPOICTB MOKA OYEHb
mano. TectupoBaHMe M TOHUCK YSA3BUMOCTEM B HHMX MPOUCXOJUT HE Tak
UHTEHCUBHO, Kak 17 [1K, To jxe camoe kacaercss 1 MOOMIIbHBIX MPUII0KEHU.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIN
HACTOJIbHBIE AaHAJIOTHM, OJHAKO paciiupeHue (yHKIMOHAjJa BJIEYET 3a CoO0Oi
OOJIBIIYIO CII0KHOCTh U MEHBIIYIO 3AIUIIEHHOCTD.

Jlaneko He Bce MPOM3BOAUTENM BBITYCKAIOT OOHOBJIEHMS, 3aKPHIBAIOLIUE
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OcHoBHbIE COBETHI JI 0€30MaCHOCTH MOOMJILHOIO TeJiepoHA:

1.  Bynp octopoxkeH, Beib Korja Tebe mpeajiaratoT OecIaTHBIH

KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TJIATHBIC YCIIYTH;

2. Hymaii, npexxae yem ortnpaButb SMS, dboto wimm Bumeo. Th

TOYHO 3HafClllb, I'IC OHU 6yILYT B KOHEUHOM HUTOre?

3. Heobxonumo OOHOBJISITH ONEpPAllMOHHYID CHUCTEMY TBOETO
cMapTdoHa;

4.  Hcnonp3yil aHTUBHPYCHBIE TIPOTPAaMMBI JJISI MOOWIIBHBIX
TenedOoHOB;

5.  He 3arpyxail mpuIoKeHHsI OT HEM3BECTHOTO MCTOYHUKA, BEIb

OHHM MOTYT COZIEPKaTh BPEAOHOCHOE MPOrpaMMHOE 00eCTICUCHUE;

6. ITocne TOro kak Thl BBIWAEIIL C CalTa, TAE BBOAWI JIMYHYIO
uH(pOpMAIINIO, 3aiIM B HACTPOUKH Opay3epa u yaanu cookies;

7. ITepuonnuecku MpOBEPSU Kakue IUIaTHBIC YCIIyTU

AKTHUBUPOBAHBI HA TBOCM HOMCPC,



8. JlaBaii cBoil HOMEp MOOWIBHOTO Tele(OoHa TOJBKO JIIOISM,
KOTOPBIX ThI 3HACITH U KOMY JTIOBEPSIEIIIb;
9. Bluetooth nmomken OBITH BBIKIIOYEH, KOrja ThI MM HE

nojb3yembcsa. He 3a0b1Baii MHOr1a MPOBEPATH 3TO.

@OUINHHT WK KPaXa JUYHBIX JAHHbIX

I'maBHass 1enp ¢uIUHrT - BUAa HTEpHET-MOIIEHHUYECTBA, COCTOHUT B
MOJTyYCHUH KOH(PUACHITMAIBHBIX JaHHBIX T0Jb30BaTElIei — JIOTMHOB M ITapOJICH.
Ha anrmmiickom s3bike phishing yuraercs kak ¢umunr (ot fishing — priOHas
JIOBJISI, password — maposns).

OcHoBHBIE cOBeTHI 110 00pBLOE ¢ PUIIMHIOM:

1. Crnenu 3a CBOMM aKkKayHTOM. Eciu ThI mogo3peBaciiib, 4TO TBOS
aHkeTa ObIa B3JIOMaHa, TO HEOOXOJIUWMO 3a0JIOKUPOBATh €€ U COOOIIUTH
aIMUHHCTpATOpaM pecypca 00 3TOM KaK MOKHO CKOpee;

2. Ucnonw3yit 6e3omacHbie BeO-CaiiThl, B TOM YHUCJIE, UHTEPHET-
Mara3uHOB U ITOMCKOBBIX CHCTEM;

3. Hcnonw3yit cnnokHbIe M pa3Hble mapoiau. Takum oOpazoM, eciu
TeOS B3JIOMAIOT, TO 3JIOYMBINIJICHHUKH TONTYy4YaT JOCTYI TOJBKO K OJTHOMY
TBOEMY MPOGUITIO B CETH, a HE KO BCEM;

4, Ecnu Tebs B3nmoManu, TO HEOOXOAMMO NPEAYNPEIuTh BCEX
CBOMX 3HAKOMBIX, KOTOpPbIE JOOABIEHHI y T€OSI B JIPY3bsAX, O TOM, U4TO TeOs
B3JIOMAJId ¥, BO3MOXXHO, OT TBOEr0 MMEHM OYJEeT pacchUIaThCs ClaM U

CCBUJIKU Ha (PUIIUHTOBBIC CAlTHI;

S. YcranoBu Hanexubii napoib (PIN) Ha MoOWITBbHBIN TenedoH;
6. OTxir0YM coXpaHeHue napoJsi B Opaysepe;
7. He otkpbiBail Qaitibl U Apyrue BIOXKEHHS B MUChbMax Jlaxke

€CJIM OHU NPUILINA OT TBOUX Jpy3el. JIyunie yrouHu y HUX, OTHPABIISAIM JIN

OHHM TeOe ITH (pailibl.



