NupopmannonHas naMaTKa

AJI51 00y4YaKOIIUXCsl AJ1s pa3MelnieHus Ha opunuaabubix UHTEepHET-pecypcax
(ITpunoxkenne Ne2 k [Tucemy Munoopaayku Poccun ot 14.05.2018)

C KaKIbIM I'OJOM MOJIOJCKHU B UHTCPHCTC CTAHOBUTLCH 6OJ'IBLHG, d IIKOJIbHUKW OAHH M3 CaMbIX
aKTHBHBIX  IOJb30BaTeneld Pynera. Mexay TeMm, I[OMHMO OIPOMHOTO  KOJHMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJieMbl. DTa MaMsATKa JOJDKHA MMOMOYb Tebe Oe301acHo
HAaXOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KOMIBIOTEpHBI BUPYC - 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX IPOTpamMM, OTIMYMUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCSI CIIOCOOHOCTh K pa3MHOXKEHHI0. B pomosHeHue K 3TOMY,
BUPYCHl MOTYT TOBPEAWTH WM TIIOJIHOCTBIO YHUYTOXKUTH Bce (ailibl ¥ JaHHBIE,
HOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOPOro OblIa 3aIlylleHa 3apakEHHasi IporpaMmma,
a TaKXKe TOBPEIUTh WIM JIa)Ke YHUUYTOKUTH ONEPANMOHHYIO CHUCTEMY CO BceMHu (aiimamu B
nesioM. B GonbIIMHCTBE cllyyaeB pacpoCTPaHsAIOTCS BUPYChI Uepe3 HHTEPHET.

MeToabl 3a1IUTHI OT BPEOHOCHBIX IPOrpamMMm:

1. Ucnonb3yit coBpeMeHHbIE ONEPALlMOHHbIE CUCTEMbI, UMEIOINE CEPbE3HBIH YPOBEHD 3aIUThI
OT BPEIOHOCHBIX IIPOrPAMM;

2. lloctosHHO ycTaHaBnuBail mnadytu (UMQPOBBIE 3aIUIATKU, KOTOpPblE aBTOMATHUYECKU
YCTAQHABJIMBAIOTCS C 1LEIbl0  J0pabOTKM MporpaMmbl) M JApyrHe OOHOBJIEHUS CBOEH
ornepannoHHOM cuctembl. CkaunBail X TOJBKO ¢ 0pHUIMATIBLHOTO caiita padpadbotunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIbIOTEpE O] MpaBaMu IOJb30BaTENs, a HE aMUHUCTpaTOpa. JDTO HE
MO3BOJIMT OOJBIIMHCTBY BPEJOHOCHBIX MPOTpaMM HMHCTAJUIMPOBATHCS Ha TBOEM MEPCOHATBHOM

KOMITBIOTEPE;

4. Hcnonb3yili aHTUBHUPYCHBIE NPOTPAMMHBIE MPOAYKTHl HU3BECTHBIX MPOU3BOAMUTENCH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NUECKUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Vcnonb3yil BHENIHME HOCUTENM HH(OpMalWK, Takue Kak ¢remka, AUCK uiau (ain u3
UHTEPHETA, TOJILKO U3 MPO(EPEHHBIX HCTOUHUKOB;

7. He oTkphiBail KOMIbIOTEpHBIE (hailiIbl, MOJyYEHHbIE U3 HEHAJEKHBIX UCTOYHUKOB. Jlaxe Te
(aiinel, KOTOpbIE MpUCIaT TBOIM 3HAKOMBIN. JIyyllle yTOuHH y HETo, OTHPABJISLII JIU OH TeOe UX.

Ceru WI-FI
Wi-Fi - 570 He BU nepeauu JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIHIbL OpeH, mapka. Emie B 1991

roly HuJepiaHjacKas KommaHusg 3apeructpupoBana Openy «WECA», dro o6o3Hauano
cioBocouetanue «Wireless Fidelity», KoTOpbIif mepeBoAUTCS Kak «OecIpOBOIHAS TOYHOCTDY.



Jlo Hamero BpeMeHHM Jouuia Japyras abOpeBuarypa, KOTopas SBISETCS TAaKOW e TEXHOJIOTHEH.
Orto abopesuarypa «Wi-Fi». Takoe Ha3BaHue OBLIO JaHO C HAaMCKOM Ha CTaHAAPT BBICIIUI
3BykoBo#i TexHuku Hi-Fi, 4To B mepeBoie 03Ha4aeT «BBICOKAsE TOYHOCTHY.

Ja, OecmiaTHBII HMHTEpHET-IOCTYN B Kade, OTENsIX M a’dponopTax SBISETCS OTIUYHOM
BO3MOXKHOCTBIO BbIXOJ/1a B MHTepHET. HoO MHOTrHME 3KCIepThl CUMTAIOT, YTO 001eaocTynHbe Wi-

Fi ceru He saBnsAroTCs O€30II1aCHBIMU.

CoBeTsl 0 6e30MacHOCTH paboTe B 001Ie10CTYIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro JuuHyr0 MH(popManuio yepe3 obmenoctynaeie Wi-Fi cern. PabGoras B
HUX, KeJIaTeIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTHHBI ¥ KAKUe-TO HOMEpa;

2. HWcnonep3yil u OOHOBIANW aHTUBUPYCHbIE IporpamMMmbl M OpanHamayep. Tem caMbIM Thbl
o0e3onacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnons3oBanuu Wi-Fi otkimroun Gynkuuioo «O0muid qoctyn K (aigam U MpUHTEpaM».
JanHast GyHKIUS 3aKphITa IO YMOJYAHUIO, OJJHAKO HEKOTOPHIC TOJB30BATEIM AKTUBUPYIOT €&
JUTsl y100CTBa UCIIOJIb30BaHMsI B paboTe win yueoe;

4. He ucnonw3yit nyonuuneiii WI-FI s nepenaum auuHbIX JaHHBIX, HAIPUMEpP JJIs BbIXOJa B
COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO IOYTY;

5. Unone3yi# Tonpko 3amuinennoe coequnenue uepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
ajzpeca BBOAM UMEHHO «https://»;

6. B mo6unbHOM Tenedone otkiaoun ¢pyHkiuio «llogxmrouenne k Wi-Fi aBromatuuecku». He
JIOITyCcKail aBTOMaTHYECKOTO MOJIKIII0UYEHHUs yCTpoiicTBa k ceTsiM Wi-Fi 0e3 TBoero cornacus.

CounajbHble ceTH

ConuanbHble CETH AKTHMBHO BXOSAT B HAIy XW3Hb, MHOTHE JIFOJM PAOOTAIOT U JKUBYT Tam
noctosiHHO, a B Facebook yke 3apeructpupoBaH MIULIHAp] YEIOBEK, UTO SIBISETCS OJHOM
CebMOM BCEX JKUTENEeH TUIaHeThl. MHOrMe TOJIb30BaTeIM HE MOHUMAIOT, 4YTO WHMOpMAaIus,
pa3MeIeHHass UMHU B COIMAIIbHBIX CETSIX, MOXKET ObITh HaliJleHa U MCIOJIb30BaHa KEM yroJHO, B
TOM YHCIIe HE 00s13aTeNbHO ¢ OJIaruMu HAMEPEHUSIMH.

OCHOBHBIE COBETHI O 0E30IMACHOCTH B COIMMAIBHBIX CETAX:

1. Orpannub cucoK Jpy3eil. Y TeOs B ApY3bsiX HE JOKHO OBITh CIydalHBIX U HE3HAKOMBIX
b1 {00 (7

2. 3ammiail cBO YacTHYIO XKu3Hb. He ykasbiBail mapomu, TenedoHbl, aapeca, JaTy TBOETO
POXJIEHUS W JIPYTYI0 JUYHYIO WH(GOpMAaNMo. 3JI0yMBIIUIEHHUKA MOTYT HCIOJB30BaTh JaXe
I/IH(i)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYCTEC ITPOBCCTHU KAHUKYJIbI;

3. 3amumai CBOIO pemyTaIyio - JEepKH €€ B YMCTOTE W 3aJaBail cebe BOIMPOC: XOTeN OBl THI,
4TOOBI JIpYTHe MOJIb30BATEeN BHJIENH, YTO Thl 3arpyxkaemis? [logymaii, mpexae 4yeM dYTo-TO
OITyOJIMKOBATh, HAMMCATh U 3aTPY3UTh;

4. Eciu T TOBOpULIB C JIIOJBMHU, KOTOPBIX HE 3HACIIb, HE MCIOJIb3YH CBOE pEAIbHOE MMS U
JPYTyIo JUYHYIO HH(OPMALUU: UMsI, MECTO JKUTEIBCTBA, MECTO y4eObl U ITPOYEE;



5. M30beraii pasmemenusi (otorpaduii B MHTEepHeTEe, Te THI M300pakKeH HA MECTHOCTH, II0
KOTOPOH MO’KHO OIIPEIEIUTH TBOE MECTOIIOJIOKECHNE;

6. [lpu perucTpanmu B COLMAIBHOW CETH HEOOXOJMMO WCIIOJIB30BATh CIIOKHBIC ITapOJIH,
cocrosmme u3 OyKB ¥ QP U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. [y conuanbHON CETH, TIOYTHI ¥ JPYTUX CAiTOB HEOOXOAMMO HCIIONIB30BaTh PAa3HbIC MapOIIH.
Torna ecnu Te0s B3110MAIOT, TO 3JI0YMBIIUIEHHUKH IOJy4aT AOCTYI TOJIbKO K OJJHOMY MeECTy, a
HE BO BCE Cpasy.

JJIeKTPOHHBbIE IeHbI' U

:‘)J'ICKTDOHHBIG JCHbI'M — O5TO OYCHb y,I[O6HBII>'I croco0 HHaTe)I(CI;'I, OIHAaKO CYIECTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH 3TU ACHBI'U.

3JI€KTpOHHI)I€ JCHbI'M IIOABUJIMCh COBCEM HCAABHO MW HWMCHHO MH3-3a 3TOI'O BO MHOI'HMX
rocyaapCTBax A0 CHUX ITOP HEC INPOIMCAHO ITPO HHUX B 3aKOHAX.

B Poccun xe oHM (yHKIMOHHMPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe MX Pa3AeisioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHHMMHBbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOpBIX pa3peliaercss IMpPOBOAUTH omnepanuu 0e3 HAeHTU(UKALUK [0J]b30BaTeNsd, a B
HEaHOHMMHBIX MJIEHTU()UKALMHU TOJIb30BaTENIs SBISAETCS 00sI3aTeIbHOM.

Taxoke cienyer pa3inyarh JMEKTPOHHbIE (PUATHBIE I€HBI'U (PaBHBI TOCY/IaPCTBEHHBIM BaJIIOTAM)
U 3JICKTPOHHBIC He(UATHBIEC ACHBIH (HE PaBHBI TOCY/IaPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI IO 0€30ITaCHON padOTe ¢ MITEKTPOHHBIMH JIEHEIAMU:

1. IlpuBsku K cuery MOOWIBHBIM TenedoH. DTO camblii yAOOHBIM M OBICTPBIM crocoO
BOCCTAHOBUThH JOCTYN K cdyery. l[lpuBsizaHHBI TenedoH MOMOXET, eciu 3alyaems CBOH
IUTATEXHBIA MapOoJIb WK 3ai/lelIb Ha CalfT ¢ HE3HAKOMOT'O YCTPONCTBA,

2. Ucnonb3yii ogHopa3oBsie mapoiu. [locie mepexona Ha yCUTICHHYIO aBTOPHU3aAIUIO TeOe yxe
He OyJIeT yrpokaTh OMACHOCTh KPaXKH MJIM MepexBaTa MIaTeKHOTO MapoJis;

3. BeiOepu cnoxHblii naponb. IIpectynmHukam Oyaer HE NMPOCTO YraaaTh CIOKHBIM MapoJb.
HanexHble mapoiu — 3TO mapoJiu, KOTOPbIE CoJepkKaT He MEHee § 3HaKOB U BKJIIOYAIOT B ceOs
CTpPOYHBIE U TPONUCHBbIE OYKBbI, HU(PHl U HECKOIbKO CHUMBOJIOB, TaKM€ KaK 3HaK J0JuIapa,
¢dyHTa, BoCKIMIATeNbHBIN 3HaK U T.11. Hanmpumep, StROng!;;

4. He BBOAM CBOM JINYHBIE TAHHBIE HA CANTAaX, KOTOPBIM HE J0BEPSCIIb.
JJIeKTPOHHAS MMOYTA

OJIEKTPOHHAs M0YTa — 3TO TEXHOJIOTMS M NPEIOCTABISEMBIE €K YCIYI'M IO TMEPECBUIKE U
MOJTYYEHHUIO JJIEKTPOHHBIX COOOIIEHUI, KOTOpPBIE paCHpeAeNsioTCs B KOMIBIOTEPHOH CeTH.
O06bIuHO BJIEKTPOHHBIN MOYTOBBII STITUK BBITIISIUT CIIETYOIIUM obpazom:
UMs_TIONb30BaTeNsA(@UMs_OMeHa. Takke KpoMmMe TepeJayd TMPOCTOr0 TEKCTa, HMEeeTCs
BO3MOYKHOCTH TIepe/1aBaTh (hanibl.

OCHOBHBIE COBETHI 0 0e30I1acCHON padoTe C IIEKTPOHHOM ITOYTOM:




1. Hamo BBIOpaTh NpaBWIIbHBIM IOYTOBBIM cepBUC. B HHTEpHETE ecTh OTrpOMHBINA BBIOOP
OecCIUTaTHBIX MMOYTOBBIX CEPBUCOB, OJJHAKO JIy4lle JOBEPSATh TE€M, KOrO 3HA€UIb U KTO NEPBbIA B
pEUTHHTE;

2. He ykaspiBaii B JMYHOW mouTe JHuYHYIO uH(popmanmioo. Hampumep, nydmie BbIOpaTh
«MY3BIKaTbHBIN (paHaT@» i «pok2013» BMecTo «remal3y;

3. Vcnonp3yii NBYyX3TamHYIO aBTOPU3ALUIO. DTO KOTJa MOMHMO Hapois HY)KHO BBOJHMTBH KOJ,
npucbuIaeMblil mo SMS;

4. BeiOepu C0KHBIN Tapodib. JIJIsT KaXKI0T0 MOYTOBOTO SIIIMKA JOJKEH OBITh CBOW HAJEXKHBIMH,
YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTth BO3MOXHOCTb HalMCaTb CAaMOMY CBOM JIMYHBIM BOIIPOC, HCIOJIB3YH OTYy
BO3MO>KHOCTB;

6. Mcnonb3yii HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBBIN [Is1 YaCTHOW MEPENUCKH C aapecaTamu,
KOTOPBIM ThI JIOBEPSICIIb. DTO AJIEKTPOHHBIN aJ[pec HE HAJI0 MCIOIb30BaTh MPU PErUCTPALIMH Ha
dbopymax u caiitax;

7. He otkpeiBaii (aiiipl U Apyrue BIOKEHUS B MUChMax JaXKe €CIIM OHM MPHUILIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3TH (paiiisbr;

8. Ilocne okoHYaHUs pabOTHI HA TMOYTOBOM CEPBHCE TEpel 3aKPHITHEM BKJIAJKA C CAMTOM HE
3a0y1p HAXKaTh Ha «BBIATIY.

Ku6epOy/uiuHT WM BUPTYaJibHOE H3/1€BaTeJIbCTBO
KubepOymiuHr — mpecieoBaHue COOOIIEHUSIMHU, COAEPKAIIMMU OCKOPOJIEHHS, arpeccuro,

3aIllyruBaHUC; XYJIMTI'aHCTBO, COLIMAJIBHOC 6OI>'IKOTI/Ip0BaHI/Ie C MOMOUIBIO PA3JIMYHBIX MHTCPHET-
CEPBHUCOB.

OcCHOBHBIE COBETHI 10 0OpLOE ¢ KMOEPOYIIIMHIOM:

1. He Opocaiicst B 60#. Jlydmuit ciocod: mocoBeTOBaThCs Kak ceOsi BECTH M, €CIH HET TOTO, K
KOMY MOXHO OOpaTuUThCS, TO BHa4ajle YCMOKOWUThCA. Eciau Tl HayHemb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHMSI, TO TOJBKO eI1le OOJbIIe pPa30XiKelb KOH(PIUKT;

2. Yopasnsii cBoeil kubeppernyTanuei;

3. AHOHUMHOCTb B CETH MHHUMas. CymeCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOUT 3a aHOHUMHBIM
AKKaYHTOM;

4. He cTouT BeCTH XYyJIMTaHCKUI 00pa3 BUPTyalbHOH kH3HHU. MIHTEpHET (UKCUPYET BCE TBOU
NENCTBUS U COXpaHSeT UX. Y TaIUTh UX OyJeT KpailHe 3aTpyIHUTENbHO;

5. CoGmrosiait cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHuuyHbli HeraTuB. OIHOpa30Bble OCKOPOWUTENbHBIE COOOLICHHS JTydIle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yaJbHOW CTa UM,



7. ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMH, B COITUAIBHBIX CETAX
€CTh BO3MOKHOCTb OJIOKHUPOBKH OTIIPABKU COOOIIEHUH C OMpe/IeTICHHBIX aIpECOB;

8. Ecnu Thl cBuaerens kuOepOysuinHra. TBOM NEMCTBHS: BBICTYNUTH MPOTUB IpecieoBaTeNs,
[I0Ka3aTh €My, YTO €ro JEWUCTBUS OLEHUBAIOTCS HEraTUBHO, NOJIEpPXkaTbh >KEPTBY, KOTOPOI
HY>KHa TICUXOJIOTUYECKasi MOMOIIb, COOOMIUTH B3pOCIBIM O (haKTe€ arpecCUBHOTO MOBEJICHUS B
CETH.

MoOunbHbIi TesiedoH

CoBpemennble cMapTHOHBI U IJIAHILIETHI COIEPKaT B ce0e BMOJHE B3POCHbIH (PYHKIMOHAN, U
Terepb OHM MOTYT KOHKYpHUPOBATh CO CTallMOHAPHBIMH KomImbioTepamu. OpHAKo, CpPeICTB
3alIUTHI ISl TOJIOOHBIX YCTPOMCTB MOKa O4eHb Malio. TecTupoBaHHE U TOUCK YSI3BUMOCTEH B
HUX TPOMCXOJUT HE Tak MHTeHCUBHO, Kak s 1K, To ke camoe kacaercs W MOOMIBHBIX
MIPUITOKEHU .

CoBpeMeHHbIE MOOMIIbHBIC Opay3ephl yKe MPAaKTUYSCKH JIOTHAIM HACTOJIBHBIC aHAJIOTH, OJHAKO
pacmmpenue pyHKIMOHAIA BJICUET 32 COOO0M OOJIBITYIO CII0KHOCTh U MEHBIIIYIO 3aIIUIIICHHOCTD.

,Z[aJIGKO HEC BCC IMPOU3ZBOAWUTCIIN BBIITYCKAIOT O6HOBJICHI/I$I, 3aKpPbIBAIOIIUC KPUTUYCCKHEC
YA3BUMOCTHU [UIA CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI U1 0€30MaCHOCTA MOOMIILHOTO TeliedoHa:

1. Huuero He sBI€TCS IMO-HACTOSAIIEMY OECIUTATHBIM. BylIb OCTOpOXKEH, Beah Korja tede
npeiaraT OecriaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKUE-TO TUIATHBIE YCIIYTH;

2. lymaii, mpexae yem otnpaBuTh SMS, ¢oto unu Buneo. Trl TOYHO 3HAEIIb, T1e OHU OYAYT B
KOHEYHOM HUTOTE?

3. Heo6xo1umMo 0OHOBIIATH ONEPallMOHHYI0 CUCTEMY TBOETO CMapT(OHa;
4. Vicnonp3yit aHTUBUPYCHBIE IIPOTPAMMBI JJ1s1 MOOMIIBHBIX Telne(OHOB;

5. He 3arpy>1<al71 NPUIIOKCHUS OT HCU3BCCTHOI'O HCTOYHHKA, BCIAb OHHU MOTIYT COACPKATb
BPCAOHOCHOC NPOTrpaMMHOE O6CCHC‘ICHI/IC;

6. [Tocne TOro Kak ThHI BRIMJIEIIH C CaiiTa, I/I€ BBOJIWI JTUYHYIO HHPOPMAITUIO, 3aiI1 B HACTPOUKH
Opaysepa u ynanu cookies;

7. Ilepnonnuecku NpoBepsid KaKKe IJIaTHbIE YCIYTM aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. laBail cBOil HOMep MOOMJIBLHOTO Tese(OoHA TOJIBKO JIFOJSM, KOTOPBIX Thl 3HAellb U KOMY
JIOBEpsICLIb;

9. Bluetooth momkeHn OBITH BBIKJIIFOYEH, KOTZa Thl UM HE ToJib3yemibes. He 3a0biBail mHOTIA
MIPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHBIE OHJIAH-UTPBI - 9TO KPACOUYHBIE, 3aXBaTHIBAIOIINE PA3BICUCHUS, O0BEIUHSIONINE
COTHHU THICSAY YeNIOBEK MO BceMy MHpY. Urpoku ucciaenyroT JaHHBIA UM MUD, OOIIAIOTCS APYT C



APYrom, BBIIIOJIHAIOT 3alaHusA, CPpaKar0TCA ¢ MOHCTpaMH W MOJIYYarOT OIIBIT. 3a YAOBOJILCTBUC
OHHU IIJIATAT: MMOKYIAKT AUCK, OIIJIaYWBAIOT a0OHEMEHT TN HpI/IO6peTaIOT KaKHue-TO OIIIHH.

Bce st Cpe€acTrBa UAYT HA MOAACPKAHUC W PA3BUTUC HUI'PBI, 4 TAKXKC Ha CaMy 0€3011aCHOCTb:
COBCPHICHCTBYIOTCA CUCTCMbI aBTOpPU3AllMU, BBIITYCKAKOTCA HOBBIC ITATYU (I_[I/I(i)pOBLIe 3aIlJIaTKH

JUISI IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX Hurpax CTouT oIacaTbCsa HE CTOJIBKO CBOHUX COIICPHHUKOB, CKOJIBKO KpPa>XH TBOCTO
apoJist, Ha KOTOpOM OCHOBAHA CUCTCMaA aBTOpHU3allUA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 10 0€30I1aCHOCTU TBOETO HI'POBOI'O AKKAaYHTA.

1. Eciiu npyroit urpok Befet celsi II0X0 WM CO3[aeT Te0e HeMpUATHOCTH, 3a0JI0KUPYH ero B
CITMCKE UTPOKOB;

2. Tloxanyiics aAMHHHMCTpaTOpaM HIpbl HA IUIOXOE€ IOBEJAECHUE 3TOr0 HUIPOKa, >KEIATEeNIbHO
HPUIIOKHUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii TnuHyto HHPOPMAIUIO B Tpodaiiine urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBail HeopUIUAIbHbIE TATYU U MOJIBI;

6. Mcrionb3yii ci0KHbIE U Pa3HbIE TAPOJIH;

7. Z[axce BO BpCMs UT'PbI HC CTOUT OTKIIFOYATh aHTUBUPYC. IToka TBI urpaciib, TBOM KOMIIBIOTCP
MOT'YT 3apa3uTh.

@OUINMHT WIN Kpaka JUIHbIX JaHHbIX

OOBIYHOM Kpaxceﬁ JACHCT U JOKYMCHTOB CCroAH: YKXC€ HHUKOI'O HC YAWBUIIL, HO C PA3BUTHCM
I/IHTepHeT-TGXHOJIOFI/Iﬁ 3JIOYMBIIIJICHHUKH TNICPEMCCTHIIMCh B  HWHTCPHET, W M[MPOAOJDKAIOT
3aHUMAThCS «JTIOOMMBIMY) JACIJIOM.

Tak nosiBUIack HOBast Yrpo3a: MHTEPHET-MOIIEHHUYECTBA UM (PUILUHT, TJIaBHAs LEJIb KOTOPOro
COCTOUT B TTOJTY9€HUHN KOH(HICHIINATBHBIX TaHHBIX TTOJIH30BaTENIeH — JIOTHHOB | Tapoieil. Ha
aHriuiickom s3bike phishing uyutaercs kak ¢umusr (ot fishing — peiObHas nosis, password —
MapoJib).

OCHOBHBIE COBETHI IO 00PKOE ¢ (DUIIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu Tl OJj03peBaelb, YTO TBOSI aHKeTa ObUIa B3JIOMaHa, TO
HE00X0IUMO 3a0JIOKUPOBATH €€ U COOOUINTHh aJAMHHHMCTpATOpaM pecypca 00 3TOM KaK MOXKHO
CKOpee;

2. I/ICHOHBSyﬁ Oe3oImacHbIe Be6-cal>'ITBI, B TOM YHUCJIC, MHTCPHCT-MAlra3MHOB U ITOUCKOBBIX CUCTCM;

3. Hcnonw3yil cloXHBIE W paszHble mapoiau. Takum oOpa3om, eciu TeOs B3IOMAIOT, TO
37I0YMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(]UITIO B CETH, a HE KO BCEM;



4. Ecau TeOsi B3/IOMaiM, TO HEOOXOAMMO NPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIC
00aBJICHBI Y T€OSI B APY3bSIX, O TOM, YTO T€OS B3JIOMAJIHA M, BO3MOXKHO, OT TBOETO UMEHH OYJeT
pacchlIaTbCA CllaM U CCBUIKW Ha (1)I/IH_II/IHI‘OBBIG CaI>'ITBI;

5. Ycranosu HaznexHbli naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE Mapodisi B Opaysepe;

7. He otkpbiBail ¢aiiibl U Apyrue BIOKEHHUS B MHUCbMax Ja)Ke €CIM OHU NPULUIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (haiibl.

Hudposas penyranus

[ludposas penyramusi - 3TO HETraTHBHAs WM TO3UTHUBHAs HMH(OpManus B CEeTH O Tebe.
Kommnpomerupyromiass uHpopMmaius pasMmelleHHas B UHTEPHETE MOXKET Cepbhe3HBIM 00pazoM
OTpa3UThCs Ha TBOEH peanbHOU u3HU. «[ludpoBas penmyranus» - 3T0 TBOM UMUK, KOTOPBIN
dbopmupyetcs u3 uHbopMaIuu o Tedbe B UHTEPHETE.

TBOE MECTO KHUTEIbCTBA, yueObl, TBOE (DMHAHCOBOE IIOJIOKEHUE, OCOOEHHOCTU XapakTepa U
pacckasbl 0 OJM3KUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue mnoJIpPOCTKH JIETKOMBICIIEHHO OTHOCSTCS K MYyOJIMKalUu JUYHOM HHOpMAIMH B
WNurtepHere, HE TOHUMAasi BO3MOXHBIX MOCIEACTBUN. Thl Jaxe HE CMOXKEIIb JI0TaaThCsi O TOM,
yto dotorpadus, pa3melieHHas 5 JeT Ha3a/l, cTaja MPUYNHON 0TKa3a MPUHATH Te0s Ha paboTy.

KommenTapuu, pazMernienne TBoux Gororpaduii u apyrue AeUcTBUS MOTYT HE UCUE3HYTh JIaxke
MOCJI€ TOTO, KaK Thl UX YJalIHIIb. Thl HE 3HACIIb, KTO COXpPAaHUJ 3Ty MH(OPMAIIUIO, TToNaia Ju
OHAa B TIOMCKOBBIE CHCTEMBl M COXpaHWIACh JHM OHA, a T[JaBHOE: YTO MOAyMalwT o Tebe
OKPY’KaIoIllee JIFOJH, KOTOPbIe HAAYT U yBUAAT 3T0. HallTh mHbOpManuio MHOTO JIET CIYCTs
CMOET JI000H - Kak M3 J0OpBhIX MOOYKICHHH, TaK U ¢ HaAMEpPEHHEeM MPUYUHUTH BpeA. DTO
MOET OBITh KTO YT'OJTHO.

OCHOBHBIC COBETHI 10 3aIIUTE I.IHd)DOBOfI PCIIyTaIlMm.

1. IToymait, mpexJie 4eM 4To-TO MyOJMKOBaTh U NepeaBarh y ceOs B 0J1ore WM B COLMATIBHOMN
CeTH;

2. B mnacrtpoiikax npo¢uisi yCTaHOBM OTIPAaHMYEHHsS Ha MPOCMOTP TBOEro Npoduis U ero
COZIEPKUMOT O, CHIEJIall €ro TOJIBKO «JUIS APY3€en»;

3. He pa3memiaii m He ykaspiBail MHGOpPMAIIHIO, KOTOPask MOXKET KOTO-THOO OCKOPOJATH WIH
00MXKaTh.

ABTOpCKOE NPaBo
CoBpeMeHHbIE IIKOJIbHUKHM- AaKTUBHBIE I10JIb30BATEeIN IM(PPOBOro mpoctpaHcTBa. OmHako
JTAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHWE MHOTMMHU BO3MOXXHOCTSAMHU LU(POBOro Mupa Tpedyer

CO6J'IIOI[CHI/I$I IMpaB Ha UHTCIJICKTYAJIbHYTO COOCTBEHHOCTb.

TepMUH «HMHTEUIEKTyalbHas COOCTBEHHOCTBY» OTHOCUTCS K Pa3IMYHBIM  TBOPEHUSIM
YeIIOBEYEeCKOro yMa, HauWHasi C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh



Ha TPOAYKTHl W YCIyTM , W 3aKaHUuMBas KHUramH, (oTtorpadusmu, KUHOPWIBMaMH U
MY3bIKaJIbHBIMU ITPOU3BEAECHUAMM.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEIECHUS HAyKH,
JUTEpaTypbl U MCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KadeCTBE TapaHTUU TOIO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OydeT HalpacHbIM, JacT €My CIpaBeJIMBbIe
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOErO TPyZAa, NOJYYUTh U3BECTHOCTh U MPU3HAHHE.
Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTH €r0 MPOU3BEIEHHUE, PACIPOCTPAHSITD,
nyOJIMYHO JI€MOHCTPUPOBATh, MPOAABAaTb, MMIOPTUPOBATh, IMYCKaTh B IpoOKaT, MyOIMYHO
UCTIOJIHATD, [I0KA3bIBaTh/UCIOIHATH B 3(Hpe WK pazmeriaTts B IHTepHeTe.

Hcnonb30BaHue «IMHUPaTCKOro» MIPOrpaMMHOIO OOECHEeYeHHs] MOYKeT IPHBECTH K MHOTUM
pHCKaM: OT TMOTEpPH IAaHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKM TBOETO YCTPOMCTBa, TIe
YCTAQHOBJICHHBII He JleraiabHas mnporpamma. He crtouT Takke 3a0bIBaTh, 4TO CYLIECTBYET
JerajabHble U OeCIUIaTHBIE POTrPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraJe

CeteBHYOK.pd - TBOII IJIaBHBIN COBETYMK B CETH. 371€Ch Thl MOKEIlIb Y3HATh O O€30IaCHOCTHU B
CeTH TIOHSATHBIM M JIOCTYIHBIM $I3BIKOM, a IPH BO3HUKHOBEHHH KPUTHUECKOH CHUTYaIHH
00paTHUTHCS 3a COBETOM. A TaK)Ke NMPHUHATH ydacTUE B KOHKYpCaxX M CTaTh CaMbIM IH(PPOBHIM
rpaxxaaHuHOM!



